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$EVWUDFW

In history the seal was replaced by the hand written signature. With the dawn of the
digital age the days of the hand written signature are now also numbered. Fairly soon
electronic data communication will render paper superfluous, and hand written signatures
will be replaced by their ‘unequal sisters’ - the electronic signature, also called digital
signature.
This paper will look at one of the legal aspects uniquely connected with electronic
signatures - the liability of certification authorities (CA). Since our new signatures will
consist only of a binary code somebody must link this code with our identity. This
function is performed by CAs, stating both the identity and binary code in one electronic
document called certificate. The question of liability arises when, intentionally or
negligently, a binary code is linked to a non-corresponding identity. This study does not
deal with the legal relation between CA and certificate holder, but with the largely
unsolved, or not sufficiently solved, problems of professional liability for the provision of
information towards third parties. In other words, this paper focuses on the liability
regime which applies between a CA, and a third party who uses the certificate to validate
the identity of a certificate holder intending to transact with the third party.
The European Union has introduced minimum liability rules for a group of certificates
which are supposed to have a very high security standard, thus potentially increasing the
confidence of the third party regarding the certificate. We will, however, learn that the
vast majority of certificates are governed solely by national liability rules. So far the
elaboration of these liability regimes have been largely neglected and underestimated by
academic writers in England and Germany. Due to its practical significance, an urgent
explanation and elaboration is thus needed. The concern of this paper will, therefore, be
to explore the liability regimes for certificates outside the scope of the EU regulations.
The first section deals with the comprehension of technology and usage of electronic
signatures, which is a necessary prerequisite. The second section will provide an
introduction to the issue of liability. It in order to distinguish the liability regimes
applicable to different categories of certificates in the EU, this section will also briefly
outline the legal framework created by the EC Directive. The third section will initially
identify relevant English liability rules before exploring whether such rules are suitable
and sufficient to cover the special liability situation in which a CA and a relying party
may find themselves. The same process of exploration and evaluation will be applied to
the German liability rules in the fourth section. The fifth section will compare the results
produced by such an exploration and evaluation of the English and German system.
The paper reaches the following initial conclusions: there are many (perhaps too many)
minor and major obstacles in both German and English law which question the success of
any claim by a relying party. A strong liability regime (which would particularly enhance
confidence in ‘non-qualified’ certificates, and generally in electronic communication and
commerce) is practically not in existence! If the present laws are applied, the question of
whether to boost e-commerce through consumer confidence or through low legal
obstacles for businesses operating in the respective market seems to be decided in clear

favour of the latter one. It is doubtful whether this decision was intended, since relying
parties could be deprived of any legal protection.
This paper is, therefore, convinced of the need to find a balance between both conflicting
interests, since somebody who takes up trust, as a CA does, must prove reliability (also)
through liability. On the other hand, however, businesses must be enabled to protect
themselves against the risk of liability in an indeterminate amount to an indeterminate
group.
Since the existing laws in both countries contain many uncertainties and obstacles,
(making a success of a relying party’ s claim unlikely) this paper suggests the introduction
of a special tortuous liability rule, which eliminate the two main obstacles for a successful
claim:
the burden of proof imposed upon the relying party; and
the threat of liability in an indeterminate amount, to an indeterminate class,
which is owed to the open character of the Internet.
To deal with the first obstacle it may be sufficient to reverse the burden of proof. The CA
is in a (much) better position to prove that it has not acted negligently, since it is familiar
with technology and its own organisational structure. In order to tackle the second
obstacle, two equally important measures may be suggested. On the one hand, there might
be introduced a new statutory tort, subjecting the CA to liability for non-qualified
certificates similar to the EC Directive. The courts would no longer be troubled by the
notion of liability in an indeterminate amount, to an indeterminate class while
establishing a duty of care (England), or a protective effect of the certification contract
towards relying parties (Germany), since liability is imposed by statute. This, however,
would solve the legal, but not the factual problem of liability in an indeterminate amount,
to an indeterminate class. Therefore, to enable businesses to manage effectively the
enormous liability risk one may expressly permit by statute exemption and limitation
clauses which intend to limit the liability to a certain amount per annum and/or per series
of incidences, coupled with a minimum amount of liability, which would cover ordinary
incidences and would prevent abuse of these exemption clauses.
A call for harmonisation (on an European level) might be premature, since one must first
consider the other jurisdictions within Europe.
The author is aware of the fact that he can only offer a first glance on the whole topic, due
to the scope of the paper and the unexplored nature of the issue.
.H\ZRUGVDigital Signature, Liability, Certification Authority, Electronic
Certificate, Relying Third Party, Certificate Holder, Germany, England, European
Community, Comparison, E-commerce, E-business, Trust, Confidence.
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In history, the seal was replaced by the hand written signature. With the dawn of the
digital age, the days of the hand written signature are now also numbered. Fairly soon
electronic data communication will render paper superfluous, and hand written signatures
will be replaced by their ‘unequal sisters’ - the electronic signature, also called digital
signature. The first harbingers of the new technology have already arrived. In 1999
Finland introduced the digital Identification Card equipped, of course, with an electronic
signature and in electronic commerce the electronic signature has begun to challenge the
widely used credit cards. In the near future electronic signatures will play a most
significant role in our every day life.
This paper will look at one of the legal aspects uniquely connected with electronic
signatures - the liability of certification authorities (CA). Since our new signatures will
consist only of a binary code, somebody must link this code with our identity. This
function is performed by CAs, stating both the identity and binary code in one electronic
document called a certificate. The question of liability arises when, intentionally or
negligently, a binary code is linked to a non-corresponding identity. This dissertation does
not deal with the legal relation between CA and certificate holder, but with the largely
unsolved, or insufficiently solved, problems of professional liability for the provision of
information towards third parties. In other words, this paper focuses on the liability
regime which applies between a CA, and a third party who uses the certificate to validate
the identity of a certificate holder intending to transact with the third party.
The European Union has introduced minimum liability rules for a group of certificates
which are supposed to have a very high security standard, thus potentially increasing the
confidence of the third party regarding the certificate. We will, however, learn that the
vast majority of certificates are governed solely by national liability rules. So far, the
elaboration of these liability regimes have been largely neglected and underestimated by
academic writers in England and Germany. Due to its practical significance, an urgent
explanation and elaboration is thus needed. The concern of this paper will, therefore, be
to explore the liability regimes for certificates RXWVLGH the scope of the EU regulations.
Before commencing into legal territory, the first chapter deals with the comprehension of
technology and usage of electronic signatures, which is a necessary prerequisite. The
second chapter will provide an introduction to the issue of liability. It in order to
distinguish the liability regimes applicable to different categories of certificates in the EU,
this chapter will also briefly outline the legal framework created by the EC Directive. The
third chapter will initially identify relevant English liability rules before exploring
whether such rules are suitable and sufficient to cover the special liability situation in
which a CA and a relying party may find themselves. The same process of exploration
and evaluation will be applied to the German liability rules in the fourth chapter. The fifth
chapter will compare the results produced by such an exploration and evaluation of the
English and German system. Comparison is only used here as a method to offer an initial
explanation of whether, and why, a claim against a CA might be more likely to succeed in
the courts of one or the other jurisdiction. The results gained from this exercise and the
previous chapters will enable us to judge whether, and for whom, the existing liability
regime may be seen as an additional source of confidence in electronic signatures
technology. Confidence is necessary to boost the growth of secure electronic

communication and commerce. Ultimately, we have to decide whether to suggest an
additional liability rule.
The author is aware of the fact that he can only offer a first glance on the whole topic, due
to the scope of the paper and the unexplored nature of the issue. Any critique and
comments derived from this study are, therefore, very welcomed.

7HFKQRORJ\DQG8VDJH

We have witnessed the rapid development of the Internet and multimedia sector in recent
years. Paperless communication, based on electronic documents such as Emails, has
become one of its most significant features.
Paperless communication contains enormous advantages. Documents are created and
processed within the same medium. Paper is no longer necessary. The bodiless
documents can be mailed around the world almost without any loss of time; they are
available for numberless users in the original at the same time; they do not need much
storage and archive space. However, unfortunately also specific disadvantages are
connected with this kind of communication. The two most troublesome are mentioned as
follows:
(1)

manipulation is hardly detectable or provable;

(2)

the identity of the sender is difficult to establish (Roßnagel, 1998).

The development of a technique which can ensure the authenticity and integrity of
electronic documents has become necessary to overcome these drawbacks. Scientists
created a technology which is known as electronic signature. This technology is widely
based on public key cryptography. Electronic signatures accompanied by an electronic
certificate ‘can provide three important functions:
(1) $XWKHQWLFDWLRQ - to authenticate the identity of the person who signed the
data so it is known who participated in the transaction.
(2) ,QWHJULW\ - to protect the integrity of data so it is possible to know the
message read has not been changed, either accidentally or maliciously.
(3) 1RQUHSXGLDWLRQ - to allow it to be proved later who participated in a
transaction so that it cannot be denied who sent or received the data’ (Angel,
1999).

7HFKQRORJ\

No attempt will be made here to explain the rather complex underlying technology in any
detail. Readers who are unfamiliar with cryptographic terminology and techniques should
consult, in addition to what is stated here, the many excellent sources available which can

provide the relevant technical background (see for example, Reed, 2000, ABA, 1996).
The importance of understanding the technology cannot be overstated. In order to
facilitate the reconstruction of the technological operations the reader might be advised to
make use of the appendices and glossary at the end of this dissertation.
:KDWLVµ3XEOLF.H\&U\SWRJUDSK\¶"
Public key encryption uses two different but mathematically related keys, each of which
will decrypt documents encrypted by the other key. One key, chosen arbitrarily, is used to
transform data into a seemingly unintelligible form and is kept secret, while the other is
made public. All effective electronic signatures require the use of a ’one-way function’
(irreversibility). This means that if a document, signed electronically by Alice with her
private key, is sent to Bob, Bob must be able to decrypt the document’ s signature element
with the help of Alice’ s public key, but must not be able to re-encrypt it with this key
(Reed, 2000a). In other words it must be ‘computationally infeasible’ to derive the private
key from the knowledge of the public key. Otherwise the discovered private key could be
used to forge digital signatures of the holder (ABA, 1996).
+RZ'RHVWKHµ3XEOLF.H\&U\SWRJUDSK\¶3URFHVV:RUN"
Alice wants to send a word document to Bob(See Figure 1: Sending an Electronically
Signed Document).
1. Alice passes the document through an algorithm, called a µGLJHVW¶RUµKDVK¶
IXQFWLRQ. This function carries out a mathematical operation on the original
document. It creates a unique and concise version of the original text - the
µPHVVDJHGLJHVW¶.
2. Alice then encrypts the message digest with her SULYDWHNH\. Encryption is
carried out by performing a series of mathematical functions (an encryption
algorithm) which has two inputs: the ‘message digest’ which is nothing more
than a string of 1s and 0s and the private key which is itself also a number.
The result of this operation is a series of different numbers, which (in a
technical sense) form the actual HOHFWURQLFVLJQDWXUH(Reed, 2000a).
3. Alice sends the plain word document and her electronic signature to Bob.
4. When Bob receives the message, his computer and software perform
mathematical operations in order to determine whether the document was
altered in transit (,QWHJULW\ of the document) and whether Alice’ s public and
private key correspond (See Figure 2: Validating an Electronically Signed
Document).
5. Bob’ s system takes Alice’ s digital signature, and uses her SXEOLFNHy to
decrypt the digital signature. This operation will (re-)produce the ‘message
digest’ of the document Alice VHQW. If a private key other than the one
corresponding to the public key of Alice was used to encrypt the sent

message digest, the electronic signature will not be verified.
6. At the same time the plain document Bob received is run through the same
hash function (!) that Alice used. This will provide Bob with the message
digest of the document he UHFHLYHG.
7. Bob will then compare the two message digests. Any change in the word
document while in transit, no matter how slight, would lead to a significant
change of the message digest generated out of the received word document
when the same hash function is used. Each document has its unique message
digest. However, if the message digest produced from the electronic
signature and the message digest produced from the plain document received
are the same, Bob will know that the document he received, had not been
altered in transit. Alice’ s signature has been validated.

&HUWLILFDWLRQ,QIUDVWUXFWXUH(see Figure 4: Certification Structure)

&HUWLILFDWLRQ$XWKRULWLHV
However, the utility of an electronic signature as an DXWKHQWLFDWLQJWRRO is limited by the
ability of the recipient to ensure the authenticity of the key used to verify the message
digest. In other words, it proves only that private key and public key belong together. If
the evil Dr. No is forging a message from Alice he will send his own public key as well,
claiming that it actually belongs to Alice. In order to rely on the authenticity of that public
key, however, Bob needs to get it from some source other than Alice. If Bob has access to
Alice’ s public key from some outside source, and uses it to verify the message signed
with Dr. No’ s private key, purporting to be Alice, the verification will fail, revealing the
forgery.
In a nutshell, if Alice and Bob had no previous dealings, are strangers, then no electronic
signature will reliably identify them to each other without assistance of some outside
source to provide a link between their identities and their public keys. Any outside source
that reasonably inspires trust will suffice. Here certification authorities (CA) come in.
A FHUWLILFDWLRQDXWKRULW\ is a body, either public or private, that seeks to fill the need for
trusted third party services in electronic commerce by issuing electronic certificates,
signed electronically, that attest to some fact about the subject of the certificate
(Froomkin, 1996). In order to be willing to accept certificates issued by a CA 1 the
recipient of this certificate, in our case Bob, must have confidence that the CA 1’ s public
key is really the CA 1’ s and not another manifestation of the wily Dr. No. One way to
achieve this confidence is to have an identifying certificate from another CA (CA 2),
certifying CA 1’ s key. The public key of CA 2 might be certified by a CA 3 and so on.
Ultimately, this will lead to a FHUWLILFDWHFKDLQ, with a root certificate at the bottom of the
tree. However, this just shifts the problem to the validity of the last CA’ s public key. One
solution to this problem is to establish a governmental root CA, which usually inspires
trust. Another solution is to establish a business self-regulatory body monitored by
governmental authorities.

&HUWLILFDWHV
A FHUWLILFDWH is a digitally signed statement by a CA that provides independent
confirmation of an attribute claimed by a person proffering a digital signature. In
technical words, a certificate is a computer based record which:
(1) identifies the CA issuing it,
(2) names, identifies, or describes an attribute of the subscriber (e.g; a subject’ s
name, where a subject resides, the subject’ s age, a subject’ s membership in an
organisation)
(3) contains the subscriber’ s public key, and
(4) is digitally signed by the issuing CA (Froomkin, 1996).
Usually it also contains information about the level of inquiry used to confirm the fact.
Since personal circumstances change and the reality represented by the certificate is out
of date, certificates have limited periods of validity or are subject to periodic reconfirmation by the CA. Certificates which are outdated or have been compromised, e. g.
by disclosing the private key, are listed in so-called FHUWLILFDWHUHYRFDWLRQOLVW (CRL),
which is maintained by the issuing CA.
Recalling our example given above, if Alice wants Bob to enter into dealings with her,
she will not only send the plain word document and her electronic signature but will also
ensure that Bob has access to her certificate, which links her electronic signature, or more
precisely her public key, to her identity. Alice’ s certificate might be sent by Alice (most
common situation), or posted on a web page of her CA or it could also be e-mailed by
Alice’ s CA to Bob. In some cases, the choice might affect the legal regime that applies to
the CA.

8VDJH

That electronic signature is not only a beloved toy of some avant-garde scientists but a
practical tool facilitating the continued growth of the Internet and multimedia society,
which can be witnessed by the following examples. By December 1999, Finland was the
first country on earth to introduce the digital ID card. The so-called ‘Finn-Oath’ , a smart
card with a microchip, allows a person to register a new permanent residence via the
Internet from home or at publicly accessible terminals which look like cash-dispensers.
New applications are currently on the way or in a test phase in order to create a real
multifunctional card out of the ‘Finn-Oath’ . Alternative functions might include: public
library card, tax declaration, secure Email communication, Home-banking, access to
company computer networks and secure contracting and payment via the Internet without
the need of a credit card. To ensure integrity and authenticity of the data, all operations
are signed electronically with the private key already stored in the card. The electronic
signature is protected against misuse or abuse by a PIN. Without an electronic signature
many of the above mentioned features would not be possible, because of a lack of

trustworthiness and/or legally binding character (Gründel, 2000).
On the 1st January 2000 the European Union started the project FASME (Facilitating
Administrative Service for Mobile Europeans
<http://www.fasme.org/fasme/english/index_e.htm>). The aim is to facilitate
administrative processes in Europe connected with a change of residence and work within
Europe, e. g. police registration, registration of cars, changes in social insurance and tax
liabilities. The functionality of the FASME card will later be extended to private sector
applications. Again, integrity and authenticity of data is backed up by an electronic
signature (Gründel, 2000).
E-government (eg; The Economist, 2000, Der Spiegel Online, 2000, and Uwer, 2000) is
one area of application. However, the application in the private sector will be more
important by far.
‘Security remains the biggest worry for businesses and consumers engaged in
online transactions and, according to many experts, it is the biggest single
obstacle to the further growth of e-commerce. Whether it is the risk of fraud, of
vital communications going astray or credit-card details being stolen, many
companies and individuals regard trading over the Internet with some
trepidation’ (Dawe, 2001).
The need for more e-businesses to use electronic signatures is paramount. The wide
application of the electronic signature technology will make business happier about
DFFHSWLQJRUGHUVWRWDOOLQJKXQGUHGVRIWKRXVDQGVRI RYHUWKH,QWernet, and may persuade
online banks to allow their customers to freely transfer funds to any other account,
without having to write cheques. Consumers will benefit directly from the increased trust,
businesses and governments will have in them, if they can conclusively prove their
identity and create a binding instruction which they cannot later deny (Dawe, 2001).
Annoying and insecure detours as e. g. the provision of credit card details, as well as
uncertainties about the business behind the web site, will belong to the past (Der Spiegel
Online, 2000).

7KH/LDELOLW\,VVXHDQGWKH)XWXUH(XURSHDQ/HJDO)UDPHZRUNRQ
(OHFWURQLF6LJQDWXUHV
7KH/LDELOLW\,VVXH

Certification authorities are dependent on the ability of their certificates to inspire trust in
the reliability of the information contained. Trust may be gained first and foremost from
innumerable secure and successful communications in which certificates of a certain CA
have proved to be reliable and trustworthy. Business activities of a CA in the non-digital
world, such as postal services or banking activities, may also contribute to an
enhancement of confidence people have in certificates supplied by these institutions.
But what will be the situation if the certificate proved to be unreliable as a result of the

CA’ s failure? There are many reasons why a certificate might be unreliable.
µ7KHPRVWREYLRXVRIZKLFKDUH
WKH&$IDLOVWRWDNHSURSHUHYLGHQFHRIWKHKROGHU¶VLGHQWLW\
WKHHQFU\SWLRQWHFKQRORJ\XVHGWROLQNWKDWLGHQWLW\ZLWKWKHKROGHU¶VSXEOLFNH\
DQGWKH&$¶VSXEOLFNH\LVZHDNDOORZLQJµIRUJHG¶FHUWLILFDWHVWREHSURGXFHG
WKH&$GRHVQRWNHHSSURSHUUHFRUGVVRWKDWUHYRFDWLRQVDUHQRWUHFRUGHGRU
WKHLGHQWLILFDWLRQSURFHVVFDQQRWEHSURYHGLQFRXUWRU
WKH&$HPSOR\VLQFRPSHWHQWRUGLVKRQHVWVWDIIWKHUHE\FRPSURPLVLQJWKH
UHOLDELOLW\RIWKHLQIRUPDWLRQLQWKHFHUWLILFDWH¶(Reed, 2000a).
Thus, electronic signatures accompanied by a certificate might not be so trustworthy as
certain groups want us to believe. Here liability rules could make a crucial contribution to
enhance confidence in certificates in particular, and signature technology in general. In
the case of disappointment in the confidence as a result of a failure of the CA, the
awareness of the relying party that he can recover the loss which he suffered out of his
reliance on the certificate might prove to be one of the strongest ‘crowd pullers’ for
trustworthy electronic communication and, eventually, electronic commerce. How strong
this ‘crowd puller’ will be depends on the applicable liability rules.

7KH(&'LUHFWLYH(&'LIIHUHQW5XOHVIRU'LIIHUHQW
&HUWLILFDWHV

The legal framework for the liability of CAs towards third parties as it has stood since the
19th January 2000, was created by the 'LUHFWLYH(&RQD&RPPXQLW\IUDPHZRUN
IRUHOHFWURQLFVLJQDWXUHV(ESD). Depending on what kind of certificate was relied on, two
different liability regimes will apply. For one kind of certificates, liability of the issuing
CA towards third parties has been harmonised by imposing minimum standards. All other
certificates will continue to be governed by (national) general liability rules as they stand
now. Before turning towards the two different liability regimes and how to distinguish
them, it might be desirable to glance at the Directive as a whole in order to comprehend
the legal environment which has been created by it.
7KH(XURSHDQ/HJDO)UDPHZRUNRQ(OHFWURQLF6LJQDWXUHVLQ*HQHUDO
The Directive was issued after the adoption of some national laws, regulating electronic
signatures, which did not share very much in common. For example the German Digital
Signature Act 1997 provided for a mandatory accreditation scheme coupled with high
security standards for certification service providers (see further Rebel and Koenig,
1999). In contrast, the prevailing notion in England has been that of business selfregulation.

The Directive, therefore, aims to prevent divergent rules with respect to legal recognition
of electronic signatures and the accreditation of FHUWLILFDWLRQVHUYLFHSURYLGHUV in the
Member States, which may create a significant barrier to the use of electronic
communications and electronic commerce. Furthermore, a clear Community framework
regarding the conditions applying to electronic signatures will strengthen confidence in,
and general acceptance of, the new technologies (ESD, recital (4)). Moreover, the ESD
contains also a liability provision. Considering that all member states have to comply
with the Directive, it is reasonable to expect that the entire EU will have a twofold digital
signature system (Sinisi, 2001). There will be, on the one hand, an DGYDQFHGHOHFWURQLF
VLJQDWXUH that will have the same value as a hand written signature and be admissible as
evidence in legal proceedings (ESD, Art. 5 (1)). On the other hand there will be a
‘regular’ HOHFWURQLFVLJQDWXUH which may, at least, not be denied legal effectiveness and
admissibility as evidence on the grounds that it is in electronic form, or not based upon a
qualified certificate, or not based upon a qualified certificate issued by an accredited
certification-service-provider, or not created by a secure signature-creation device (ESD,
Art. 5 (2)). An advanced electronic signature is based on a TXDOLILHGFHUWLILFDWH and is
created by a VHFXUHVLJQDWXUHFUHDWLRQGHYLFH, (ESD, Art. 2 (10)). In addition, in Art. 3
(2), the EC Directive provides for the introduction of a YROXQWDU\ accreditation scheme
for certification-service-providers, here just mentioned for the sake of completeness.
Accreditation is based on an enhanced level of certification-service provision. If
implemented in national law, certificates issued by these certification-service providers
are most likely be used in the public sector, where additional requirements for the
recognition of electronic signatures are permissible under Art. 3 (7) ESD.
7KH/LDELOLW\3URYLVLRQV
Having outlined the basic features of the EC Directive in short, we turn now our attention
towards the specific issue of this paper: the liability of certification-service-providers
towards third parties and its treatment in the Directive. While in general certificationservice-providers providing certification-services to the public are subject to national
rules regarding liability (ESD, recital (22)), a PLQLPXPVWDQGDUGRIOLDELOLW\ towards
third parties is introduced IRUTXDOLILHGFHUWLILFDWHV The relying party’ s confidence,
which is ‘artificially’ enhanced in the Directive by the promise of high standards which
must be met in order to issue and obtain such a qualified certificate, is backed up by a EU
wide standard of minimum liability of certification-service-providers. This is for certain
cases in which the certificate might be unreliable as a result of the CA’ s failure. The text
of Arts. 6 (1) and (2) of the Directive runs as follows:
µ$VDPLQLPXP0HPEHU6WDWHVVKDOOHQVXUHWKDWE\LVVXLQJDFHUWLILFDWHDVD
TXDOLILHGFHUWLILFDWHWRWKHSXEOLFRUE\JXDUDQWHHLQJVXFKDFHUWLILFDWHWRWKH
SXEOLFDFHUWLILFDWLRQVHUYLFHSURYLGHULVOLDEOHIRUGDPDJHFDXVHGWRDQ\HQWLW\
RUOHJDORUQDWXUDOSHUVRQZKRUHDVRQDEO\UHOLHVRQWKDWFHUWLILFDWH
D DVUHJDUGVWKHDFFXUDF\DWWKHWLPHRILVVXDQFHRIDOOLQIRUPDWLRQFRQWDLQHG
LQWKHTXDOLILHGFHUWLILFDWHDQGDVUHJDUGVWKHIDFWWKDWWKHFHUWLILFDWHFRQWDLQVDOO
WKHGHWDLOVSUHVFULEHGIRUDTXDOLILHGFHUWLILFDWH

E IRUDVVXUDQFHWKDWDWWKHWLPHRIWKHLVVXDQFHRIWKHFHUWLILFDWHWKHVLJQDWRU\
LGHQWLILHGLQWKHTXDOLILHGFHUWLILFDWHKHOGWKHVLJQDWXUHFUHDWLRQGDWD
FRUUHVSRQGLQJWRWKHVLJQDWXUHYHULILFDWLRQGDWDJLYHQRULGHQWLILHGLQWKH
FHUWLILFDWH
F IRUDVVXUDQFHWKDWWKHVLJQDWXUHFUHDWLRQGDWDDQGWKHVLJQDWXUHYHULILFDWLRQ
GDWDFDQEHXVHGLQDFRPSOHPHQWDU\PDQQHULQFDVHVZKHUHWKHFHUWLILFDWLRQ
VHUYLFHSURYLGHUJHQHUDWHVWKHPERWK
XQOHVVWKHFHUWLILFDWLRQVHUYLFHSURYLGHUSURYHVWKDWKHKDVQRWDFWHG
QHJOLJHQWO\
$VDPLQLPXP0HPEHU6WDWHVVKDOOHQVXUHWKDWDFHUWLILFDWLRQVHUYLFH
SURYLGHUZKRKDVLVVXHGDFHUWLILFDWHDVDTXDOLILHGFHUWLILFDWHWRWKHSXEOLFLV
OLDEOHIRUGDPDJHFDXVHGWRDQ\HQWLW\RUOHJDORUQDWXUDOSHUVRQZKR
UHDVRQDEO\UHOLHVRQWKHFHUWLILFDWHIRUIDLOXUHWRUHJLVWHUUHYRFDWLRQRIWKH
FHUWLILFDWHXQOHVVWKHFHUWLILFDWLRQVHUYLFHSURYLGHUSURYHVWKDWKHKDVQRWDFWHG
QHJOLJHQWO\¶
The certification-service-providers have the possibility to indicate limitations on the use
and value of transaction of the certificate, which enables them to manage their risks more
effectively. Arts. 6 (3) and (4) state the following:
µ0HPEHU6WDWHVVKDOOHQVXUHWKDWDFHUWLILFDWLRQVHUYLFHSURYLGHUPD\LQGLFDWH
LQDTXDOLILHGFHUWLILFDWHOLPLWDWLRQVRQWKHXVHRIWKDWFHUWLILFDWHSURYLGHGWKDW
WKHOLPLWDWLRQVDUHUHFRJQLVDEOHWRWKLUGSDUWLHV7KHFHUWLILFDWLRQVHUYLFH
SURYLGHUVKDOOQRWEHOLDEOHIRUGDPDJHDULVLQJIURPXVHRIDTXDOLILHGFHUWLILFDWH
ZKLFKH[FHHGVWKHOLPLWDWLRQVSODFHGRQLW
0HPEHU6WDWHVVKDOOHQVXUHWKDWDFHUWLILFDWLRQVHUYLFHSURYLGHUPD\LQGLFDWH
LQWKHTXDOLILHGFHUWLILFDWHDOLPLWRQWKHYDOXHRIWUDQVDFWLRQVIRUZKLFKWKH
FHUWLILFDWHFDQEHXVHGSURYLGHGWKDWWKHOLPLWLVUHFRJQLVDEOHWRWKLUGSDUWLHV
7KHFHUWLILFDWLRQVHUYLFHSURYLGHUVKDOOQRWEHOLDEOHIRUGDPDJHUHVXOWLQJIURP
WKLVPD[LPXPOLPLWEHLQJH[FHHGHG¶
Section (1) to (4) of Art. 6 , however, are without prejudice to EC Directive 1993/13/EEC
of 5th April 1993 on unfair terms in consumer contracts.
To sum up what was outlined above, the applicable set of liability rules is dependent on
the type of certificate. There is the liability regime for TXDOLILHGFHUWLILFDWHV, which will
be more or less the same across Europe after the implementation of the EC Directive. It is
unlikely that member states will introduce a significantly higher standard than suggested
by the Directive, since it would put a CA situated in the respective state at a competitive
disadvantage. However, DOORWKHUFHUWLILFDWHV(‘non-qualified certificates’ ), which do not
meet the requirements for qualified certificates, are subject to the general liability rules as
they stand now! Qualified certificates will not be, at least in the foreseeable future, a mass

product. Due to their high security standard they are too cost-intensive for every day life.
In contrast, non-qualified certificates are cheaper. Their security standard is flexible and
their content can be customer-tailored. These will certainly play a major role in every day
electronic communication and commerce, which do not require the high standard of
security that only a qualified certificate may be able to offer. ,WPXVWEHVWDWHGRQFH
DJDLQWKDWWKLVSDSHURQO\IRFXVHVRQWKHFRPSDULVRQRIOLDELOLW\UHJLPHVIRUWKH
ODWWHUFDWHJRU\WKHFDWHJRU\RIµQRQTXDOLILHG¶FHUWLILFDWHV For the sake of clarity,
however, the following section will give a brief overview over the state of
implementation in Germany and England.
,PSOHPHQWDWLRQ
Germany has already implemented the EC Directive in the Act for a Basic Framework for
Electronic Signatures 2001 (Signature Act (SigG)) (µ*HVHW]EHU5DKPHQEHGLQJXQJHQIU
HOHNWURQLVFKH6LJQDWXUHQ¶) and respective Ordinance. § 11 (1) 6LJ* imposes liability
towards third parties on a certification-service-provider if he:
µLQIULQJHVWKHUHTXLUHPHQWVXQGHUWKLV/DZDQGWKHVWDWXWRU\RUGLQDQFHXQGHU
>@RULIKLVSURGXFWVIRUTXDOLILHGHOHFWURQLFVLJQDWXUHVRURWKHUWHFKQLFDO
VHFXULW\IDFLOLWLHVIDLOKHVKDOOUHLPEXUVHDWKLUGSDUW\IRUDQ\GDPDJHVXIIHUHG
IURPUHO\LQJRQWKHGDWDLQDTXDOLILHGFHUWLILFDWHRUDTXDOLILHGWLPHVWDPSRURQ
LQIRUPDWLRQJLYHQLQDFFRUGDQFHZLWK>@  'DPDJHVVKDOOQRWEHSD\DEOHLI
WKHWKLUGSDUW\NQHZRUPXVWKDYHNQRZQWKDWWKHGDWDZDVIDXOW\¶
§ 11 (1) is subject to the subsections (2) to (4). Furthermore, the
‘...certification-service-provider shall be obliged to make appropriate cover
provisions to ensure that he can meet his statutory obligations for reimbursement
of damages...’
The liability for ‘non-qualified’ certificates is also left to the existing law. In §§ 15 and 16
the German legislator enacted a voluntary accreditation scheme, as already described
above.
The United Kingdom has not yet suitably implemented the Directive. The consultation on
the EC Directive closed on the 19 June 2001 (DTI, 2001a). A summary of the responses
has yet been published and can be accessed on the UK Department of Trade and Industry
(DTI) website (DTI, 2001b). The liability issue is addressed under ‘Question 6’ of the
DTI document. So far, only Art. 7 (2) of the Directive has been implemented via the
Electronic Communications Act 2000. During the elaboration of the present liability
regime in England occasional digression will be made to outline the areas of law which
need to be adjusted in order to comply with EC law.
We shall now proceed with the discussion of the English liability regime in Chapter 3,
before turning to the German liability regime in Chapter 4.

7KH3UHVHQW/LDELOLW\5HJLPHLQ(QJODQG
&RQWUDFWXDO/LDELOLW\

One possibility to recover the loss caused by reliance on an incorrect certificate would be
to construe a contract, which would warrant the accuracy of the certificate in some way,
between the CA and the relying party. The inaccuracy of the information would amount
to a breach of contract and would allow the relying party to treat his own contractual
performance obligations as being at an end and to claim damages. Another way might be
to imply a contract for the benefit of a third party, more precisely, a contract between the
CA and the certificate holder for the benefit of the recipient of the electronically signed
document, the relying party. Due to the different parties to the contract, the two
possibilities are discussed separately.
&RQWUDFWXDO5HODWLRQ&$5HO\LQJ7KLUG3DUW\
2IIHUDQG$FFHSWDQFH
One essential requirement for the formation of a contract is the offer and its acceptance
(Treitel, 1999). Two alternatives for the construction of the offer and its acceptance have
been suggested:
(a) The relying party makes an offer ‘...to rely on the certificate if in return the
CA made promises about the accuracy of the information in the certificate. The
CA’ s response that a certificate was still valid would be the acceptance’ (Reed,
2000a).
(b) ‘The CA had made a unilateral offer to the whole world, along the lines of
the case &DUOLOOY&DUEROLF6PRNH%DOO&R, promising certain things to any
person who accepted its offer by undertaking the conduct required by the offer in this case, by relying on the certificate’ (Reed, 2000a).
$OWHUQDWLYH D
Alternative (a) would require GLUHFWcommunication between the CA and the relying
party from which an offer and acceptance can be extracted, because a person cannot claim
to have accepted an offer of which he was unaware (Treitel, 1999). At times, this
constitutes a difficulty. In practice, the relying party, Bob, will have received the
certificate and public key from the sender of the message, Alice. Thus, if Bob has
confidence in Alice’ s certificate there will be no contact between Bob and Alice’ s CA,
since Bob has received all information necessary to validate the signature of Alice (Figure
3: Validating an Electronically Signed Document with Certificate).
However, even if one might be able to imply an offer and acceptance from a
communication which occurs when, for example, the relying party is suspicious about the
validity of the certificate and interrogates the CA’ s Certificate Revocation List (Reed,
2000a), or the relying party obtains Alice’ s certificate and public key from the CA’ s web
site, uncertainty might arise when one turns one’ s attention to another fundamental

element in the formation of a valid contract in English law: the element of consideration.
‘A valuable consideration, in the sense of law, may consist either in some right,
interest, profit or benefit accruing to one party, or some forbearance, detriment,
loss or responsibility given, suffered or undertaken by the other’ .
It is not entirely clear whether the promise ‘to rely on the certificate’ is sufficient to
amount to a consideration. What will be the economic valuable benefit which the CA will
gain or the economic valuable loss which the relying party will suffer when the latter
promises ‘to rely on the certificate’ ? Surely, in our case the promise amounts to more
than a sentimental motive or natural affection for promising. However, the relying party
does not lose anything with the promise. His commercial freedom is in no way limited,
therefore no loss is suffered merely by giving the promise to rely upon the certificate. On
the other hand, one may argue that a valuable benefit for the CA could be seen in a
general enhancement of the market for ID certificates. As more people trust these
certificates and their issuing CAs, this technique may be used more frequently. The
demand for certificates might increase. In particular, that the relying party has confidence
in the certificate, and thus does not undertake his own inquiries about the identity or other
attributes of the certificate holder, just enables the CA to run its business. One may
conclude that the CA will gain a benefit from its promise to provide accurate information.
$OWHUQDWLYH E
Turning now to the second alternative - the offer to the whole world - the question of
whether the relying party has any view about the CA’ s intention to make an offer arises. If
the relying party does not enter into direct communications with the CA it may not be
obvious for the relying party, at least as long as the electronic signature technology has
not become everyday business, that the CA ‘wants’ to form a legally binding contract.
While one may argue that the Internet presentation of the CA constitutes a form of
conduct which induces a reasonable person to believe that the CA intends to be bound,
even though in fact the CA may not have such an intention, it is doubtful whether the
state of mind of the relying party - not having formed any view about the CA’ s intention is sufficient to bind the offeror. This situation has given rise to a conflict of judicial
opinion. One view demands that the offeree actually held that belief. For the opposing
view, it is sufficient that the offeree does not actually know that the offeror does not have
any such intention. It remains to be seen which opinion will be followed by the courts.
7HUPVRI&RQWUDFW
Even where the courts are able to construe a contract much uncertainty will remain as to
the terms of that contract (Reed, 2000a). Certainly, the CA makes some promise about the
accuracy of the information contained in the certificate. But what exactly is the content of
the contractual duty owed by the CA and which liability does it accept? (Reed, 2000a).
3UHFLVH&RQWHQWRIWKH&RQWUDFWXDO'XW\
In establishing the precise content of the promise two possibilities may be distinguished:
(1) The CA is warranting that the information is accurate, and thus accepting
VWULFWOLDELOLW\ or

(2) the CA is ‘...warranting no more than it took UHDVRQDEOHFDUH to ascertain the
accuracy of the information, so that liability will only arise if the relying party
can prove a failure in that respect’ (Reed, 2000a, 139).
It has been said that:
‘where the contract is one for the supply of VHUYLFHVDORQH, liability is often based
on fault. Thus the general rule is that contracts under which services are rendered
by professional persons impose duties of care only’ .
It is indeed not obvious whether the CA supplies a service or a good. However, it seems
to be plausible to consider the supply of accurate information as a service because a:
‘certificate resembles a professional’ s opinion in that a certificate ordinarily is
the tangible memorial of a process of analysis in which the subject’ s credentials
were checked in some manner’ (Froomkin, 1996, III. A.1).
Furthermore, some guidance may be also offered by the (&'LUHFWLYHRQD&RPPXQLW\
IUDPHZRUNIRUHOHFWURQLFVLJQDWXUHV. If the Directive suggests that the liability for
incorrect qualified certificates (ESD, Art. 2 Nr. 10) should be based on a proof of a failure
(ESD, Art. 6 (1), (2)), then it would be illogical to impose a stricter liability upon a CA
which offers a less reliable certificate (DUJXPHQWXPDPDLRULDGPLQXV). Thus, it seems
reasonable to follow the general rule that only reasonable care is owed in the case of
‘non-qualified’ certificates.
Having established that only reasonable care is owed in ascertaining the accuracy of the
information in the certificate, one must now answer the question of which level of
accuracy is owed. This is the issue of the scope of the contractual duty. Since this is a
case of dealing with implied contractual terms the courts should be able to take into
account any custom and practice in the field of CA activity. CAs ‘tend’ to publish socalled5HO\LQJ7KLUG3DUW\&KDUWHUV and &HUWLILFDWLRQ3UDFWLFH6WDWHPHQWV &36 which
define the representations they make and warranties they hold out in respect of
certificates. If a CA took all reasonable steps and complied with all the quality control
procedures which it had laid down for itself, loss caused by an inevitable failure to link a
public key accurately with a person will not be recoverable since no breach of contract
has occurred. Thus, the scope of the contractual duty to be expected can be manipulated
by notices properly drawn to the attention of the relying party (Harrison, 2000). This is,
however, subject to the Unfair Contract Terms Act 1977 and the Unfair Terms in
Consumer Contracts Regulations 1994.
6FRSHRI/LDELOLW\9DOXHRIWKH&ODLP
*HQHUDO&RQVLGHUDWLRQV
CAs try not only to manipulate their primary contractual duties, but attempt to exclude
and/or limit their liability in the event of a breach of these duties. In general, in the event
of a breach of contract, the plaintiff can treat his own contractual performance obligations
(to have confidence in the certificate) as being at an end and may sue for damages.

Damages awarded intend to put the plaintiff in the position he would have been in, had
the contract been performed, subject to the rules of factual causation, remoteness of
damages and mitigation of loss (Oughton and Lowry, 2000, 136). The remoteness of
damages deserves in our case a closer look. It was held that a distinction must be drawn
between normal and abnormal loss. Normal loss is loss which arises naturally in the usual
course of events from the defendant’ s breach of contract.
The courts require a high standard of foresight by the defendant. The question to be asked
therefore is whether the defendant realised that it was reasonably certain that the harm
suffered by the plaintiff might result from the breach. What might be understood as
‘reasonably certain’ in the case of a CA is difficult to anticipate. However, one might
argue that the courts would probably adopt a narrow approach in order to allow a CA to
deal with the enormous financial risks involved in its business. In theory, even a
certificate with a minimal ‘permitted’ transaction value of -OHW¶VVD\ 10 - can cause
damage worth millions of Pounds in no time if only enough people rely on it and suffer
loss, thereby taking into account that hundreds of thousands of signatures can be
generated in a few seconds. However, underlying policy interests may play a certain role.
If the court is of the opinion that confidence in the new technology, in particular of
consumers, it best promoted by a strong liability regime, damages awarded might be
significantly higher. What is necessary is to reach a ‘healthy’ balance between business
interests and general policy arguments.
([HPSWLRQDQG/LPLWDWLRQ&ODXVHV
CAs will, naturally, try to exclude and/or limit their liability in advance in order to
minimise economic and legal uncertainties. Two forms of exemption/limitation clauses
are commonly found in practice. Firstly, references to other documents contained in the
certificate are very commonly, as e.g; so-called Trusted Third Party Charters, CPSs and
notices posted on the web sites of the CAs. These documents usually limit the liability to
a certain amount per incident, per series of incidences and per annum, and in addition,
exclude:
‘...direct or indirect loss of profits, business or anticipated savings and indirect or
consequential loss or damage or for any destruction of data’ (BT, 2000b).
A second (special) category of disclaimers are notices included in certificates which state
maximum limits of the value of transaction or they limit the purposes of usage of a
certificate. The legal nature of this category of legal declaims is ambiguous.
In the following sub-sections the legal effects and the lawfulness of the above mentioned
clauses will be discussed.
&ODXVHV:KLFK([FOXGHDQGRU/LPLWWKH/LDELOLW\LQWKH(YHQWRID%UHDFKRID
&RQWUDFWXDO'XW\
The BT TrustWise Relying Third Party Charter may serve as an example for the category
of legal disclaimers which partly exclude and partly limit the liability in the event of a
breach of a contractual duty. It states the following:

µ%7¶VOLDELOLW\WR\RXLVOLPLWHGWR IRUDQ\RQHLQFLGHQWRUVHULHVRI
UHODWHGLQFLGHQWVDQGWR IRUDOOLQFLGHQWVLQDQ\SHULRGRIPRQWKV
%7LVQRWOLDEOHWR\RX LQFOXGLQJIRUQHJOLJHQFH IRUGLUHFWRULQGLUHFWORVVRI
SURILWVEXVLQHVVRUDQWLFLSDWHGVDYLQJVQRUIRUDQ\LQGLUHFWRUFRQVHTXHQWLDO
ORVVRUGDPDJHRUIRUDQ\GHVWUXFWLRQRIGDWD%7DFFHSWVXQOLPLWHGOLDELOLW\IRU
GHDWKRUSHUVRQDOLQMXU\UHVXOWLQJIURPLWVQHJOLJHQFHDQGWKHOLPLWVVHWRXW
DERYHGRQRWDSSO\WRVXFKOLDELOLW\%7LVQRWOLDEOHWR\RXIRUWKHDFWVRU
RPLVVLRQVRIRWKHUSURYLGHUVRIWHOHFRPPXQLFDWLRQVRU,QWHUQHWVHUYLFHV
LQFOXGLQJGRPDLQQDPHUHJLVWUDWLRQDXWKRULWLHV RUIRUIDXOWVLQRUIDLOXUHVRI
WKHLUHTXLSPHQW¶(BT, 2000b).
Under Law of England and Wales such statements are subject to the Uniform Contract
Terms Act 1977 (UCTA) and the Unfair Terms in Consumer Contracts Regulations 1994.
S. 3 (1) in connection with 3 (2) (a) of the UCTA 1977 provide that the SURIHUHQV (=CA)
cannot exclude and/or restrict liability in respect of its own breach of contract, unless to
do so satisfies the test of reasonableness. What might be reasonable depends on the facts
of the case, which (particularly in relation to the new technology) is difficult to predict.
However, where the notice purports to limit the liability to a specified sum, as it is the
case in the given example, s.11 (4) of the UCTA 1977 provides an express rule that the
court should have particular regard to the insurance position by considering whether
insurance was available to the SURIHUHQV and whether he had sufficient resources to meet
liability. Some general guidelines have also been judicially indicated and might be of
value for our purposes. Not only in cases where the notice purports to limit the liability to
a specified sum, but also in all other cases of exemption and limitation the courts have
openly considered ZKLFKRIWKHSDUWLHVFRXOGKDYHEHVWLQVXUHGLWVHOIDJDLQVWWKHULVN
RIWKHORVV under consideration.So far as the author is aware, there has yet been no
insurance made available to relying parties, which would cover the loss suffered from an
incorrect certificate. A CA might be in a better position to insure the risk connected with
a unreliable certificate. However, coverage problems might arise, e. g. when an unreliable
certificate causes multiple losses to different people. The maximum coverage can quickly
be exceeded. CAs have tried to deal with the problem of obtaining suitable insurance
coverage, on the one hand, by limiting the liability to a certain amount per series of
incidences and per annum, and on the other hand, by excluding:
‘...direct or indirect loss of profits, business or anticipated savings and indirect or
consequential loss or damage or for any destruction of data’ (BT, 2000b).
The serious problem of obtaining insurance coverage might convince the court to uphold
such clauses as ‘reasonable’ . However, the limitation to a specified sum per series of
incidences and per annum might be viewed as a SDUWLFXODUFRPSOH[H[FOXVLRQRU
OLPLWDWLRQRIOLDELOLW\, since it is nearly impossible for the relaying party to predict
whether the limit set by the CA has been reached or exceed through previous incidences
which also caused loss. It remains therefore to be seen which approach the courts will
follow.

Similar argumentation, as put forward above, may be advanced under the Unfair Terms in
Consumer Contracts Regulations 1994 (UTCCR) and its ‘test of fairness’ .
6SHFLDO&DVH&ODXVHV:KLFK6WDWH0D[LPXP/LPLWVRIWKH9DOXHRI7UDQVDFWLRQRU
/LPLWWKH3XUSRVHVRI8VDJHRID&HUWLILFDWH
Let us turn now to the clauses which set out a certain limit for the value of the transaction
or clauses which exclude certain kinds of usage. One must ask whether such a statement
has the effect that no liability arises at all if the certificate is used in a transaction which,
for example, exceeds the permitted transaction limit, or whether the limit stated in the
certificate is the limit of liability even if the relying party’ s loss is in fact greater (Reed,
2000a). In other words, do such clauses limit the contractual duty so that no breach will
occur when the relying party ignores these limits and suffers loss or do they merely limit
the liability in the event of a breach of the contractual duty? One should distinguish two
situations:
If a certificate is limited to a certain transaction value and this limitation has been brought
to the attention of the relying party, there is no foreseeable reason why this situation
should be treated as limiting the contractual duty to the effect that no liability at all would
arise. A reasonably prudent relying party understands a certificate with a transaction limit
as a validation of the electronic signature of the holder XSWR DQGLQFOXGLQJ the limit of
the transaction value - not beyond (Reed, 2000a, 145). What sense would it make to hold
a CA liable, assuming that the maximum transaction value limit is 100, if the actual
YDOXHRIWKHWUDQVDFWLRQLV 99, while denying DQ\ liability if the actual value amounts to
101? The CA knew that it would have to answer for loss caused by the inaccuracy of
the information contained in the certificate up to and including the transaction limit. If the
holder uses the certificate for transaction worth more than ¼ 100, he knows that
everything what goes beyond this sum will not be covered. Thus, this paper suggests
interpreting such clauses as limiting the liability only. This interpretation has also the
advantage that it might be in line with the (&'LUHFWLYHRQD&RPPXQLW\IUDPHZRUNIRU
HOHFWURQLFVLJQDWXUHVwhich states in Art. 6 (4):
µ0HPEHU6WDWHVVKDOOHQVXUHWKDWDFHUWLILFDWLRQVHUYLFHSURYLGHUPD\LQGLFDWHLQ
WKHTXDOLILHGFHUWLILFDWHDOLPLWRQWKHYDOXHRIWUDQVDFWLRQVIRUZKLFKWKH
FHUWLILFDWHFDQEHXVHGSURYLGHGWKDWWKHOLPLWLVUHFRJQLVDEOHWRWKLUGSDUWLHV
7KHFHUWLILFDWLRQVHUYLFHSURYLGHUVKDOOQRWEHOLDEOHIRUGDPDJHUHVXOWLQJIURP
WKLVPD[LPXPOLPLWEHLQJH[FHHGHG¶(emphasis added).
Although the wording of the directive is, to some degree, ambiguous, the view presented
in this paper is supported by the '7, consultation paper (DTI, 2001a) as well as the
respective implementation of the EC Directive in German law (§ 11 6LJ*).
If a relying party accepts a certified electronic signature even though the party knows that
the signature is not good for the use in question, one might ask whether there is any
reason to impose liability on the CA. If the relying party entered into dealings with the
holder in full knowledge of the ‘non-certification’ of the use in question, the relying party
is not worth protecting. Thus, limitations on use reduce the contractual duty owed. The
Electronic Signature Directive in Art. 6 (3) seems to follow the same logical reasoning.

Legislation is necessary in order to comply with Art. 6 (3) and (4) ESD, which apply to
qualified certificates only.
3URRIDQG%XUGHQRI3URRI
The present English rules of contract require the relying party to prove the failure of the
CA to take reasonable care. The complexity of technical processes and the ignorance of
the organisational structure of a CA will make it more difficult or even impossible for the
relying party to prove a breach of a contractual duty and its causality for the loss suffered.
These problems have been acknowledged by the EC Directive for the category of
qualified certificates. It reverses the burden of proof for qualified certificates. Thus, the
British Parliament should therefore take legislative action, at least regarding these
certificates, in order to comply with the EC Directive, which states:
µ$VDPLQLPXP0HPEHU6WDWHVVKDOOHQVXUHWKDWSXEOLFDFHUWLILFDWLRQ
VHUYLFHSURYLGHULVOLDEOHXQOHVVWKHFHUWLILFDWLRQVHUYLFHSURYLGHUSURYHVWKDW
KHKDVQRWDFWHGQHJOLJHQWO\¶
However, it is unclear whether the rule set out in the Directive is of contractual or
tortuous nature, or even of both. This paper is of the opinion that it is sufficient for a
proper implementation that the Parliament chooses whether it implements this reversed
burden of proof either in contract or tortuous law. The latter might be more appropriate
since the language used in the provision seems to hint towards a tortuous rule.
&RQWUDFWXDO5HODWLRQ&$&HUWLILFDWH+ROGHU&RQWUDFWIRUWKH%HQHILWRID7KLUG
3DUW\
One of the fundamental norms of English contract law is that, in general, third persons
cannot sue for the carrying out of promises made by the parties to a contract (privity of
contract) (Treitel, 1999, 540, 559).
However ‘[a] general and wide-ranging exception’ to the common law doctrine has been
created by the Contracts (Rights of Third Parties) Act 1999. Under subsection 1 (1) (a) of
the 1999 Act, a third party can enforce a term of the contract if ‘the contract expressly
provides that he may’ or under subsection 1 (1) (b) if ‘the term [of a contract] purports to
confer a benefit on him’ . The latter, however, is subject to subsection 1 (2). The third
party does not have the right ‘if on a proper construction of the contract it appears that the
[contracting] parties did not intend the term to be enforceable by the third party’ . Express
provisions which would entitle the relying (third) party to enforce a term of the contract
may be rare. In practice, the opposite situation is more likely as, for example, the form
contract for BT TrustWise Class 1 Personal Digital Certificates shows. Third party rights
might be expressly exempted. This case is recognised in subsection 3 (2) of the 1999 Act.
Thus, the CA can rely on any matter that ‘arises from or in connection with the contract
[between the contracting parties] and is relevant to the term’ . This may well serve the CA
as a defence against the third party. Claims based on a purported contract for the benefit
of a third party are unlikely to succeed.

/LDELOLW\LQ7RUW
1HJOLJHQW0LVVWDWHPHQW
Having examined the contractual liability, attention must now be turned to the liability in
tort which may arise, independently of contract. The CA could owe a duty of care to
provide accurate information about the identity or other attributes of a holder re-cited in
the certificate to a relying party. In the event of a breach of the above mentioned duty the
CA would be guilty of negligent misstatement. The negligent misstatement may occur in
many ways. The most obvious of which are: the relying party has obtained a copy of the
incorrect certificate from the web site of the CA or the holder themselves has sent it
together with the electronic document.
This paper will focus in particular on two issues. Firstly, the fundamental question of
whether a duty of care is owed by a CA towards a relying party is asked. Since there has
been no direct analogy to any previously adumbrated duty of care it is likely that the
elaboration of this issue will prove to be crucial. In this connection one must also bear in
mind that losses resulting from an inaccurate certificate are almost always going to be
purely economic. Recovery of economic loss is fraught with difficulties (Nicoll, 2000,
25) and bears the inherent fear of:
‘... liability in an indeterminate amount, for an indeterminate time, to an
indeterminate class’ .
Secondly, this paper will explore the standard of care to be expected.
'XW\RI&DUH
‘The modern approach to deciding whether a duty of care exists - some speak
also about an ‘assumption of responsibility’ when pure economic loss is
involved - invokes applying one or more of three tests based on: (a) foresight; (b)
proximity; (c) considerations of justice and reasonableness in imposing the
duty’ .
The two latter tests might play the most crucial role in establishing a duty of care, which
rests ultimately on social and civic responsibility.
7KH7HVWRI3UR[LPLW\
The loss caused by reliance on an incorrect certificate will almost in any case be
economic. The test of proximity has been proved to be an important part in the reasoning
in many of the cases concerning the extent of liability for economic loss causes by
negligent misstatement (Harpwood, 2000, 32). This view was expressed in particular in
+HGOH\%\UQH &R/WG9+HOOHU 3DUWQHUV/WG A duty of care would exist in relation
to statements only if there is a ‘special relationship’ between the parties, a relationship of
close proximity (Rogers, 1994, 292), which amounts to an ‘equivalent to contract’ . The
circumstances where such a relationship has been found are rare although not unknown.
Lord Oliver in &DSDUR,QGXVWULHVSOFY'LFNPDQ described the necessary relationship as
typically having four characteristics:

µWKHDGYLFHLVUHTXLUHGIRUWKHSXUSRVHZKHWKHUSDUWLFXODUO\VSHFLILHGRU
JHQHUDOO\GHVFULEHGZKLFKLVPDGHNQRZQHLWKHUDFWXDOO\RULQIHUHQWLDOO\WRWKH
DGYLVHUDWWKHWLPHZKHQWKHDGYLFHLVJLYHQ
WKHDGYLVRUNQRZVHLWKHUDFWXDOO\RULQIHUHQWLDOO\WKDWKLVDGYLFHZLOOEH
FRPPXQLFDWHGWRWKHDGYLVHHHLWKHUVSHFLILFDOO\RUDVDPHPEHURIDQ
DVFHUWDLQHGFODVVLQRUGHUWKDWLWVKRXOGEHXVHGE\WKHDGYLVHHIRUWKDWSXUSRVH
[]
LWLVNQRZQHLWKHUDFWXDOO\RULQIHUHQWLDOO\WKDWWKHDGYLFHVRFRPPXQLFDWHGLV
OLNHO\WREHDFWHGXSRQE\WKHDGYLVHHIRUWKDWSXUSRVHZLWKRXWLQGHSHQGHQW
LQTXLU\DQG
LWLVVRDFWHGXSRQE\WKHDGYLVHHWRKLVGHWULPHQW¶
The CA knows that the information contained in the certificate is required and relied
upon to link a public key to a person, whose identity or other attributes are certified
(ABA, 1996, Comment 2.2.1). It is fully aware of the fact and necessity that the
certificate will be communicated to any relying party. The advisee will base his decision
to transact with the holder upon the validity of the certificate and the information it
contains. It seems that the conditions set out in the ‘&DSDUR test’ are met.
Concerning the range of persons to whom a duty is owed, it was held that it is not
necessary that the defendant knows the identity of the potential plaintiff. But what is the
position where information is foreseeably relied on by a larger group of persons? In our
case, the statement (certificate) issued by the CA is put into more or less general
circulation. One must bear in mind in particular that the economic loss which might be
caused can be enormous. That the size of the class to which the recipient of the statement
belongs is a crucial criterion for the acceptance or denial of a duty of care was expressed
in -DPHV0F1DXJKWRQ3DSHUV*URXS/WGY+LFNV$QGHUVRQ &R by Lord Justice Neil.
Lord Bridge, trying to define the outer boundaries of the concept of duty of care, argued
in &DSDUR,QGXVWULHVSOFY'LFNPDQ that to hold the adviser liable in these situations in
which strangers rely foreseeably on the statement (here certificate) for any of a variety of
different purposes, which the maker of the statement had no specific reason to anticipate,
would mean to subject the maker of the statement (here the CA) to ‘liability in an
indeterminate amount, to an indeterminate class’ . However, the purpose of issuing the
statement (certificate) is to provide a link between a public key and a person, whose
identity or other attributes are certified. The recipient of such a statement relies upon this
certified unique link and a CA has every reason to anticipate the purpose of its certificate.
Thus, the CA would owe a duty of care if the courts were prepared to follow this
argumentation. Furthermore, one may argue that the relationship between the CA and the
relying party falls just short of contractual privity or even amounts to a contractual
relationship, as shown above in section A. I. Therefore, a ‘special relationship’ between
the CA and a relying party might exist.
7KH7HVWRI)DLUQHVV-XVWLFHDQG5HDVRQDEOHQHVV3ROLF\$UJXPHQWV

Considerations of what is fair, just and reasonable are in reality very often co-extensive
with policy arguments (Harpwood, 2000, 33). Policy reasoning may, however, also be
seem as an independent test. The following factors could influence the judicial decision.
In favour of ascertaining a duty of care it may be invoked that the CA is in a better
position to insure any loss and can therefore best afford to bear the loss. Also the notion
of protection of consumer interests by means of a strong liability regime might support
the adoption of a duty of care. However, as shown above, the insurance coverage is
apparently not unlimited and the potential amount of damages, which might be claimed,
could be enormous, due to wide circulation of a certificate. There is still the threat that the
courts would interpret the class of potential ‘advisees’ as too indeterminate and, thus,
deny a duty of care. Also the practical consideration to facilitate the growth of electronic
communication and commerce by restricting liability of e-businesses might play a certain
role. Once again, it remains to be seen which arguments the courts will follow.
%UHDFKRIWKH'XW\RI&DUH6WDQGDUGRI&DUH
Even if the courts are prepared to accept a duty of care, uncertainty remains as to the
standard of care. ‘Reasonable care’ is the standard against which liability for negligent
misstatement is most often measured. Viewed from a business perspective, reasonable
care means that degree of care that an ordinarily prudent and competent person engaged
in the same line of business or endeavour would exercise under similar circumstances.
However, in an industry as novel as that of CAs appropriate standards of reasonable care
have not been established yet. Therefore, the standard of care owed to the relying party
will be defined to great extent by the representations the CAs make about the level of
inquiry they promise to carry out before issuing a certificate. The certificate, the
certification practice statement (CPS) and in a sense, therefore, the contract between the
CA and the holder of the certificate define the tort. The more care the CA promises to
apply, the more qualified and skilled personnel it will probably use and thus the standard
of care will increase. The technology and software used will also have an influence on the
standard of care. As a consequence, it appears that the CA will need to consider the
anticipated use of the certificate it issues, and ensure that its procedures, technology and
personnel are appropriate in the light of those uses (Schmedinghoff, 1998, 4.2.1). Policy
considerations, like in the concept of duty of care as advanced above, will certainly be
involved.
4XDQWXP9DOXHRIWKH&ODLP'DPDJHV
The basic principle is that the claimant must be restored to the position he would have
been in if the tort had never been committed (Harpwood, 2000, 451). However, the CA
will only be liable for damages which a reasonable person could have foreseen (test of
remoteness of damages). In cases involving economic loss, the authority is /LHVERVFK
'UHGJHUY66(GLVRQ. The foreseeability of loss is narrowly construed in such cases.
Additionally, policy considerations may play a role. It is likely that the foreseeability of
damages is interpreted even more narrowly in order to limit the liability of CAs to an
extent which may possibly be covered by insurance contracts. 5HHG even suggests that
direct ‘loss of transaction value only’ will be recoverable.
However, it is unlikely that CAs will leave the extent of damages possibly awarded to the
general rules. CAs try to disclaim responsibility by excluding and/or limiting liability in

the event of breach of a duty of care. In some cases, however, the Unfair Contract Terms
Act 1977 may bar this escape route. The disclaimer becomes subject to the test of
reasonableness. In general the same arguments as advanced above apply here.
3URRIDQG%XUGHQRI3URRI
The general rule is that a plaintiff has to prove on a balance of probabilities that the
defendant has been negligent. This might be a cumbersome or even an impossible task
due to the complexity of technical processes and the ignorance of the organisational
structure of a CA. Finally, the (&'LUHFWLYH RQD&RPPXQLW\IUDPHZRUNIRUHOHFWURQLF
VLJQDWXUHV(Art. 6 (1), (2)) requires for qualified certificates that the CA has to prove that
it did not act negligently. Therefore, the present English rules need to be brought in line
with the EC provisions (see also DTI, 2001a), as already outlined above.
'HFHLW
On the very rare occasion, therefore mentioned here only sketchily, that the CA should
provide incorrect information, e. g. contained in their certificates or in its certificate
revocation list, with fraudulent intention, the injured third party might sue the CA in an
action for deceit. The requirements are that the defendant knowingly or recklessly made a
false representation to the plaintiff intending him to act on the representation, and that the
plaintiff did act on it to his detriment (Jones, 2000, 94-5). In particular, the defendant
must have intended the plaintiff, or a class of persons, to which the plaintiff belongs, to
act on the representation, but where a representation is found to have been made
fraudulently there is a rebuttable presumption that the representor intended the plaintiff to
rely on it.
9LFDULRXV/LDELOLW\
For the sake of completeness vicarious liability must also be mentioned. In the previous
chapters this paper stated that ‘a CA’ commits a tort. This is, however, not precise. The
tort is usually committed by an employee of the CA. In many cases this employee will not
be able to cover the loss caused by his wrong. His employer, here the CA, can in general
better afford to bear the cost of compensating the injured third parties. Thus, the courts
developed the tort of vicarious liability (Harpwood, 2000, 345). The essential
requirements of this tort are (a) a tort; (b) committed by an employee; (c) who was acting
in the course of his employment (Jones, 2000, 381).

6XPPDU\6R)DU

Several hurdles must be overcome before one is able to construe and rely on a FRQWUDFW
EHWZHHQWKH&$DQGWKHUHO\LQJWKLUGSDUW\ which would, in some way, warrant the
accuracy of the certificate.
Firstly, two possibilities of constructing such a contract have been suggested. One of the
two suggested constructions requires GLUHFWFRPPXQLFDWLRQbetween the two parties,
although this might not always be the case. The other construction carries the risk that the

relying party might be unaware of the unilateral offer of the CA. It remains to be seen
whether or not it is sufficient that the offeree (relying party) does not actually know that
the offeror (CA) does not have any such intention. Furthermore, the UHTXLUHPHQWRI
FRQVLGHUDWLRQ for the promise to provide accurate information is only then satisfied if
one is prepared to accept the general enhancement of the certificate market as a form of
consideration.
Secondly, concerning the terms of contract, it has been suggested that only reasonable
care is owed, but what ‘reasonable care’ means in the particular case depends largely on
the representations made by the CA. The scope of the contractual duty, therefore, may
largely be defined by the CA.
Thirdly, the HQRUPRXVILQDQFLDOULVN might encourage the courts to adopt a narrow
approach towards foreseeable damages, and a generous approach towards the restrictive
control of exemption and limitation clauses. Ultimately, it will be a question of policy.
The courts have to find a balance between strengthening the confidence of customers (i.e;
consumers) in e-commerce through a strong liability regime, and to facilitate a robust
growth of e-commerce businesses by keeping liability risks low.
Fourthly, the relying third party has the EXUGHQRISURRI. The complexity of technical
processes and the ignorance of the organisational structure of a CA will make it more
difficult, and in some cases even impossible, for the relying party to prove a breach of a
contractual duty and its causality for the loss suffered.
A claim based on a FRQWUDFWIRUWKHEHQHILWRIDWKLUGSDUW\ is very unlikely to occur.
Regularly such intent is expressly exempted in the certification contract between the CA
and the certificate holder.
The following obstacles may hinder a WRUWXRXVFODLPEDVHGRQQHJOLJHQWPLVVWDWHPHQW:
Firstly, it might not be easy to establish a GXW\RIFDUH. On the one hand, the range of
persons to whom a duty is owed is difficult to anticipate and, thus, the threat of OLDELOLW\
LQDQLQGHWHUPLQDWHDPRXQWWRDQLQGHWHUPLQDWHFODVV emerges. On the other hand, the
relation between the CA and the relying party falls short of contractual privity. The
question of who is in a better position to bear the loss, as well as policy arguments, may
also play a role in adopting or denying a duty of care.
Secondly, the potential plaintiff enjoys a wide freedom to disclaim liability, subject ‘only’
to the ‘test of reasonableness’ of the Unfair Contract Terms Act 1977.
Finally, the plaintiff has the EXUGHQRISURRI which aggravates his position, as already
outlined above.
A WRUWEDVHGRQGHFHLW has almost QRSUDFWLFDOVLJQLILFDQFH and, moreover, the EXUGHQ
RISURRI on the site of the plaintiff may render a claim short of impossible. Based on the
fault of the servant, vicarious liability under English law on its own appears to be
unproblematic.

7KH3UHVHQW/LDELOLW\5HJLPHLQ*HUPDQ\
&RQWUDFWXDO/LDELOLW\
&RQWUDFWXDO5HODWLRQVKLS&$5HO\LQJ7KLUG3DUW\&RQWUDFWRIWKH3URYLVLRQRI
,QIRUPDWLRQ µ$XVNXQIWVHUWHLOXQJVYHUWUDJ¶
The German Civil Code µ%UJHUOLFKHV*HVHW]EXFK %*% ¶ sets out in § 676 %*%
(recently re-numbered § 675 (2) %*%) the presumption that the giving of advice, in our
case provided in the form of a certificate containing information about a link between a
public key and certain attributes of a subject, is regarded as a non-committal social
favour, which is not intended to create legal relations. However, this presumption may be
‘rebutted’ . The recovery of loss, caused by reliance on an inaccurate certificate, is
possible if the courts find themselves able to construe a contract, expressed or implied,
between the CA and a potential relying party, which would oblige the CA to give accurate
information about the link between a public key and the identity or other attributes of a
subject in their certificates (contract of the provision of information
(µ$XVNXQIWVHUWHLOXQJVYHUWUDJ¶). If the information proved to be incorrect, the CA would
be liable for breach of contract.
2IIHU(µ$QJHERW’ )DQGDFFHSWDQFH(µ$QQDKPH¶) 0LVVLQJµ5HFKWVELQGXQJVZLOOH¶"
As English law, the German law also requires offer (µ$QJHERW¶) and acceptance
(µ$QQDKPH¶) in order to form a valid contract. Both offer and acceptance are so-called
declarations of intention (µ:LOOHQVHUNOlUXQJHQ¶) A µ:LOOHQVHUNOlUXQJ¶ consists out of two
components:
(1)
(2)

the external declaration (µ(UNOlUXQJVWDWEHVWDQG¶) and
the internal intention (µ:LOOH¶).

If one of the two components is missing, there is no µ:LOOHQVHUNOlUXQJ¶. To establish the
µ(UNOlUXQJVWDWEHVWDQG¶, by means of interpretation (µ$XVOHJXQJ¶)the courts will ask
whether a reasonable prudent recipient understands the declaration of intention
(µ:LOOHQVHUNOlUXQJ¶) voiced by the declarer as intending to create a legal consequence
(µ5HFKWVIROJH¶)more precisely, whether a reasonable prudent recipient can infer from the
declaration.
(1)

the will of the declarer to act at all (µ+DQGOXQJVZLOOH¶),

(2) the will to create a legally binding relationship in general
(µ5HFKWVELQGXQJVZLOOH¶) and
(2)

the will to engage in the particular transaction (µ*HVFKlIWVZLOOH¶).

As stated above, the general presumption set out in § 676 %*% (re-numbered § 675 (2)

%*%) is that a party who gives advice lacks the intention to create a legally binding
relationship, thus, lacks µ5HFKWVELQGXQJVZLOOH¶. However, if the declarer, in our case the
CA, does expressly state that it wants to be held liable towards third parties for the
accuracy of the information contained in the certificate then there will be apparently a
µ5HFKWVELQGXQJVZLOOH¶. To find such a statement in practice might be rather unlikely. It is
not necessary, however, that the µ5HFKWVELQGXQJVZLOOH¶ (and all other necessary ‘wills’ )
are expressly stated. The µ5HFKWVELQGXQJVZLOOH¶, and ultimately the contract, can be
derived from conduct implying an intent to effect a change in legal position (µVFKOVVLJHV
9HUKDOWHQ¶). Whether the court is able to imply µ5HFKWVELQGXQJVZLOOH¶ depends decisively
on the circumstances of the particular case. It is sufficient that the adviser is able to
foresee (objective criterion), according to the Federal Supreme Court (µ%XQGHVJHULFKWVKRI
%*+ ¶), that the advice given is of considerable importance for the advisee; and the
advice must serve as the basis for fundamental decisions. Expert knowledge in providing
the information in question, and the advisor’ s own economic interests in providing them,
might be seen as one strong indicator for a µ5HFKWVELQGXQJVZLOOH¶ Another indication of
such a will is that the information has been provided for consideration. It is, however, not
necessary that the consideration has been provided in the form of remuneration
(µ(QWJHOW¶) The gain of some sort of economic benefit is sufficient. As already stated in
the previous sections, a CA knows that the information contained in the certificate is
required and relied upon so as to link a public key to a person, whose identity or other
attributes are certified (ABA, 1996, Comment 2.2.1, p.61). It is fully aware of the fact and
necessity that the certificate will be communicated to any relying party. The advisee will
base his decision to transact with the holder upon the validity of the certificate and the
information it contains. A CA can be seen as having accumulated considerable expert
knowledge in providing certificates, since it is the essence of its business and it will
apparently gain economic benefits from providing certificates which are shown to third
parties.
Furthermore, it is not even necessary that the advisee (relying party) has direct contact
with the adviser (CA). Therefore, the relying party may also receive the certificate from
its holder. However, the adviser must anticipate the group of potential advisees. No
contract will be implied if the group of potential advisees is not sufficiently defined. In
particular, if an advice was given without remuneration (µ(QWJHOW¶), it cannot be expected
that the adviser accepts liability for enormous economic risks (Larenz and Wolf 1997, §
22, margin number 39). As outlined in the sections concerning English Law, the risks, for
the CA to expose itself to an enormous liability risk, is imminent. Thus, the German
courts will probably decline to construe an ‘$XVNXQIWVHUWHLOXQJVYHUWUDJ¶
&RQWUDFWXDO5HODWLRQVKLS&$&HUWLILFDWH+ROGHU &RQWUDFWZLWKD3URWHFWLYH
(IIHFW7RZDUGVD7KLUG3DUW\(‘Vertrag mit Schutzwirkung zugunsten Dritter’ ) (See
Figure 6)
Another possibility to subject a CA to contractual liability is to interpret the certification
contract between the CA and the certificate holder as having a protective effect
(µ6FKXW]ZLUNXQJ¶) towards a party who relies on a certificate. The jurisdiction developed
this remedy in order to protect a third party, which suffers loss because a contract, to
which he is not party, but to which he enjoys a relationship of close proximity, has not

been performed properly. The third party is regarded as worth protecting, since in many
cases the available remedies based on tortuous liability remains behind those based on
contractual liability. Each contract contains so-called primary or main obligations, e.g; in
a sales contract to deliver the goods, and secondary obligations, first and foremost the
obligation to exercise due diligence or due care (µ9HUSOLFKWXQJ]XVRUJVDPHQ9HUKDOWHQ¶)
while performing the contract.
Due to the close proximity, the third party becomes, beside the creditor, an ‘additional’
creditor of the secondary contractual obligation (µVHNXQGlUHU/HLVWXQJVDQVSUXFK¶) to
exercise due diligence or due care while performing the contract. If the debtor fails to
exercise due care, in particular when he fails to perform his primary obligations, the third
party can sue the debtor for breach of contract, more precisely for breach of a secondary
performance obligation.
To construe a contract in the way as having a protective effect towards a third party, high
standards must be met since being subject to contractual liability increases the liability
risk enormously. If the parties have not expressly agreed on a protective effect of the
certification contract, the following criteria, set out by the courts, must be met:
Firstly, the third party must come in contact with the obligation to be performed
µ/HLVWXQJ¶ in the same way as the creditor. This must have been intended by the
contracting parties. A mere coincidental contact is not sufficient. In practice a CA accepts
to perform several duties with which third parties are intended to come in contact. The
most obvious are: the issuance of the certificate which properly identifies a subject or
establishes other attributes of him and links these facts to a public key; and the
maintenance of a web-based list of all issued certificates as well as the publication of a
certificate revocation list. Each of these obligations to be performed is intended to be
used by the third party, even if the CA performs because it is obliged to do so towards the
certificate holder.
Secondly, the creditor (certificate holder) must have a legitimate interest µEHUHFKWLJWHV
,QWHUHVVH¶ in the performance of the contract in due care also in relation towards a third
party. A legitimate interest is given, according to the %*+, if the certification contract
can be interpreted as recognising the intention to benefit a third party
µ'ULWWEHJQVWLJXQJ¶  The certificate holder has an interest in a protective effect of the
certification contract to the benefit of the relying party since the reliability of the
certificate and all ‘connected’ services, i. e. the certificate revocation list, are of decisive
importance for the relying party. Thus, the proper performance of the certification
contract shall directly benefit the third party.
Thirdly, it is necessary that the group of people to whom the contractual duty to take due
care is owed is - from an objective point of view - identifiable by the debtor. In other
words the liability risk must be assessable, calculable and if need be insurable in order to
impose the contractual liability regime - without any additional consideration - upon the
debtor (Jagmann, 1995).
This point is controversially discussed in a small academic circle; however a judgement

concerning CAs has not yet been handed down. 0V /HLHU argues that since the CA knows
that the purpose of concluding the certification contract is to obtain a certificate which is
communicated to innumerable third parties in order to provide proof of identity or of
other attributes; it can prepare itself for being liable to a potentially large group. The more
obvious the interest of the creditor in the protection of a third party is, the less necessary it
is to demand an identifiable class of third parties. This interpretation, however, is not
convincing. It neither finds a foundation in the existing case law nor does it seem to
understand the potential of the new technology to create enormous loss. It is true that the
%*+ does not require that the debtor must anticipate the names or the number of third
parties. This has been held in cases involving halls, gymnasiums and stadiums. However
in all of these cases some limitation was provided by the maximum capacity of these
buildings. In contrast, an unreliable certificate can cause loss to - in theory - millions of
people in no time. There are no walls in cyberspace. Ultimately, the courts will focus on
the special circumstances in each case and will then decide whether a certain group was,
or was not, identifiable by the debtor. This is the question of whether it is reasonable (or
just and fair) to subject the debtor to contractual liability and, thus, to increase his liability
risk. The author of this paper answers this question in the negative, out of the above given
reasoning. In conclusion so far, a claim based on a contract with a protective effect
towards a third party is unlikely to succeed under existing law.

/LDELOLW\LQ7RUW µ'HOLNWLVFKH+DIWXQJ¶

The German %*% generally, tries to restrict claims in tort from the very outset. Pure
economic loss µUHLQHU9HUP|JHQVVFKDGHQ¶ is not protected generally, but only in special
circumstances. Since the loss caused by an incorrect certificate will be in most cases
economic loss, this section will only focus on those paragraphs of the %*% which allow
the recovery of µ9HUP|JHQVVFKDGHQ¶.
/LDELOLW\LQ7RUW%DVHGRQ,QWHQWLRQ µ'HOLNWLVFKH+DIWXQJEHL9RUVDW]¶
  %*%LQ&RQQHFWLRQZLWK*HUPDQ&ULPLQDO&RGH µ6WUDIJHVHW]EXFK
6W*% ¶
Liability under § 823 (2) %*% arises when a law ‘designed to protect another’ is culpably
contravened. Protective statutes in this sense include all rules of private and public law,
especially criminal law (Zweigert and Kötz, 1998, 602).
For our purposes § 263 6W*% (fraud = µ%HWUXJ¶) might be most relevant. Thus, if an
employee of a CA commits a fraud towards the relying party, the former will be held
liable for the consequential economic loss. The relying party has to prove the facts,
culpability, the loss caused and causality (Thomas, nd, § 823, margin number 167), which
is predominantly a difficult undertaking (Leier, 2000, 16). If (and a big if) successful, the
plaintiff is entitled to be put into the position in which he would have been if the
fraudulent statement had not been made. In practice, however, fraudulent behaviour is
unlikely to occur.
%*%
§ 826 %*%, protecting all legal interests, i.e. economic loss, provides that a person is
liable if he intentionally causes harm to another in a manner that is FRQWUDERQRVPRUHV.

%RQLPRUHV is a flexible and changing notion, which refers to a minimum set of legalethical principals (µUHFKWVHWKLVFKHV0LQLPXP¶) seen as a set of legal value assessments
(µUHFKWOLFKH:HUWXQJHQ¶) (Larenz and Canaris, 1994, § 78 II 1). The courts have used this
provision to impose liability in a diverse range of cases where one party has caused harm
to another by behaviour so offensive and improper as to incur strong disapprobation from
the average person in the relevant section of society (Zweigert and Kötz, 1998, 603). This
provision, therefore, covers multitudes of wrongs under one broad and abstract formula
and is better described as ‘field of tortuous liability’ than as tort (Markesinis, 1994, 8956). One line of case law has been developed as to impose liability upon a person who
intentionally gives false information (deceit = µ7lXVFKXQJ¶), aware of the FRQVHTXHQFHV
of his conduct, which he accepts as inevitable even though he may not specifically desire
them (‘6FKlGLJXQJVYRUVDW]¶ in the form of µGROXVHYHQWXDOLV¶). If the plaintiff is not able
to prove ‘deceit’ , the aspect of recklessness µ/HLFKWIHUWLJNHLW¶ in providing of
information (e. g. about the creditworthiness of another party) might play a decisive role
in cases involving special professional skills. A CA’ s personnel, certainly has the sort of
professional skills, already been outlined above. Consequently, if an employee of a CA
recklessly misstates the identity, or other attributes of a subject, in a certificate and is
aware of the consequences of his conduct, namely that a relying party will base his
decision whether or not to transact on these information and, therefore, could suffer harm,
then the CA may be liable under § 826 %*%. However, even if the plaintiff is able to
establish a reckless misstatement (µIDKUOlVVLJH)HKOLQIRUPDWLRQ¶), in most cases to prove
µ6FKlGLJXQJVYRUVDW]¶ might be a hurdle too high to overcome.
/LDELOLW\LQ7RUW%DVHGRQ1HJOLJHQFH µ'HOLNWLVFKH+DIWXQJEHL)DKUOlVVLJNHLW¶ 
%*%LQ&RQQHFWLRQZLWK(LWKHU  %*%6W*%RU%*%
Usually an employee will not be able to cover the loss caused by his ‘unlawful act’ . It is
therefore desirable to seek redress from his employer, who is generally in a better position
to make provisions for such incidences. § 831 of the German Civil Code regulates what
Common lawyers call ‘vicarious liability’ . It states the following:
µ   $3HUVRQZKRHPSOR\VDQRWKHUIRUZRUNLVREOLJHGWRPDNHFRPSHQVDWLRQ
IRUWKHKDUPZKLFKWKHRWKHULQIOLFWVXQODZIXOO\RQDWKLUGSDUW\LQWKHFDUU\LQJ
RXWRIWKHZRUN7KHGXW\GRHVQRWDULVHLIWKHHPSOR\HUREVHUYHVWKHFDUH
QHFHVVDU\LQWKHDIIDLUVRIOLIHLQWKHFKRLFHRIWKHSHUVRQHPSOR\HGDQGLQVRIDU
DVKHKDVWRSURYLGHDSSDUDWXVRULPSOHPHQWVRUWRVXSHUYLVHWKHFDUU\LQJRXWRI
WKHZRUNLQVXFKSURYLVLRQRUPDQDJHPHQWRULIWKHKDUPZRXOGVWLOOKDYH
DULVHQGHVSLWHDSSOLFDWLRQRIWKLVFDUH


¶

The German Civil Code based a master’ s liability on KLV fault of bad selection, instruction
and/or supervision of his servants, as well as the proper provision with the right kind of
equipment. It is worth stressing that § 831 %*% makes no mention of FXOSD (fault) in
relation to the ‘unlawful’ act committed by the employee! The ‘unlawful act’ here may be
seen as a fraudulent act (§ 831 %*% in connection with § 823 (2) %*%, § 263 6W*%) or as
an act FRQWUDERQRVPRUHV (§ 831 %*% in connection with § 826 %*%), as outlined

above.
The master will be presumed at fault and will be made liable unless he shows that:
(a) he was careful in the selection, instruction and training of his servants and
that he properly supplied them with the right kind of equipment or, failing that,
(b) the damage or injury would have occurred even if the master had fulfilled the
above mentioned duties, § 831 (1) 2nd sentence %*%. Where large organisations
are concerned, the jurisdiction has developed the so-called ‘decentralised
exoneration’ (µGH]HQWUDOHU(QWODVWXQJVEHZHLV¶)
It allows the master to show that the selection of the ‘leading employees’ , who stand in
the hierarchically intermediate position had been properly chosen and supervised. In
practice, in most of the cases the possibility of exoneration will lead to exclusion of
liability (Leier, 2000, 16).

6XPPDU\6R)DU

A claim based on the construction of an µ$XVNXQIWVHUWHLOXQJVYHUWUDJ¶ will most likely
fail because of the missing µ5HFKWVELQGXQJVZLOOH¶. Even if under German law direct
communication between the contracting parties is not required, the group of potential
advisees is not sufficiently defined to expose the CA to contractual liability. If advice was
given without remuneration, the adviser it cannot be expected to accept liability for
HQRUPRXVHFRQRPLFULVNV.
The second possibility in German law to subject a CA to contractual liability is to
interpret the certification contract between the CA and the certificate holder as having a
protective effect towards a party who relies on a certificate (‘9HUWUDJPLW6FKXW]ZLUNXQJ
]XJXQVWHQ'ULWWHU¶). A claim based on the above mentioned contract, however, does not
appear more likely to succeed. The notion that OLDELOLW\PXVWEHDVVHVVDEOHFDOFXODEOH
DQGHYHQWXDOO\LQVXUDEOH plays an important role. Although controversial, the author of
this paper is of the opinion that the group of people, who are intended to be included in
the protective effect of the contract, is too indeterminate as to facilitate the CA to assess,
calculate, or insure the liability risk.
7RUWXRXVOLDELOLW\IRUIUDXG (§ 823 II %*% in connection with § 263 6W*%) as well as
OLDELOLW\IRUFRQGXFWFRQWUDERQRVPRUHV (§ 826 %*%) is based on intention and is,
therefore, XQOLNHO\WRDULVHLQSUDFWLFH since most incorrect statements in certificates are
caused negligently. However, even if the fraudulent conduct or conduct FRQWUDERQRV
PRUHV was committed intentionally, the EXUGHQRISURRI might be an effective bar to
succeed with a claim.
Vicarious liability, which in German law is based on the fault of the master, arises only if
the master fails to exonerate himself, which is, in practice, an unlikely event.

0LVSODFHG&RQILGHQFH"&RPSDULVRQRIWKH/HJDO6\VWHPVDQG)LQDO
(YDOXDWLRQ

This chapter will attempt to discover the common grounds and differences between the
English and German law. What the paper, due to its scope, however, cannot provide is a
sophisticated abstract comparative analysis of the general issue of professional liability
for provision of information towards third parties. Comparison is only used here as a
method to offer a initial explanation of whether, and why, it might be more likely to
succeed with a claim against a CA in the courts of one or the other jurisdiction.
We will eventually turn our attention to whether the legal protection of relying third
parties is sufficient to be able to speak about a source of trust, and if the legal protection
lacks this quality, what alternative suggestions may be considered.

5HPHGLHV5HTXLULQJ:LOIXOQHVV ,QWHQWLRQ

If the plaintiff bases his claim on tortuous remedies requiring intention, the legal position
in which he will find himself placed, is similar in England and Germany. Despite the fact
that intentional misstatements in certificates or certificate revocation lists are rare, the
burden of proof is in both jurisdictions imposed upon the plaintiff. As stated above, this
hurdle will certainly be the strongest hindrance to a successful claim, recalling the
complexity of technical processes and the ignorance of the organisational structure of a
CA.

1HJOLJHQW0LVVWDWHPHQWDQGLWV*HUPDQ&RXQWHUSDUW

In German and English law liability for negligent provision for incorrect information. and
options causing pure economic loss is dealt with by different means. Apart from § 826
%*% the German law deals with the above predominantly by means of the law of
contract (i. e. the contract with protective effects towards third parties µ9HUWUDJPLW
6FKXW]ZLUNXQJ]XJXQVWHQ'ULWWHU¶ ; while English law treats this as a tort problem
(negligent misstatement). The different means of solving negligent misstatement
problems is easily explained. In German law the concept of the µ9HUWUDJPLW
6FKXW]ZLUNXQJ]XJXQVWHQ'ULWWHU¶ was developed, because the law of torts, at least in
principle, provides no remedy if pure economic loss is caused negligently (Lorenz, 1994,
70). The contract with protective effect towards third parties
‘...is essentially noting other than a tortuous safety valve: the greater the pressure,
the more legal confidence is transferred to contract law’ (von Bar, 1994, 100).
In English law this issue has been treated as a tortuous one, since the doctrines of
consideration and privity of contract have regularly rendered claims in contract
impossible (von Bar, 1994, 100). However, the problems the judges are facing and the
adopted solutions are quite similar (von Bar, 1994, 100). The crucial question, especially
in the case of a CA, of how far one should expand the sphere of protection towards third
parties demands an answer in both legal systems. In order to establish a duty of care, the

English law asks for a UHODWLRQVKLSRIFORVHSUR[LPLW\ between the adviser and advisee the ‘&DSDUR-test’ . It tries to limit the potential group of protected parties by stating that
the information can be relied on only for the purpose within which it was supplied, in
order to SUHYHQWOLDELOLW\LQDQLQGHWHUPLQDWHDPRXQWWRDQLQGHWHUPLQDWHJURXS. The
German law questions whether the JURXSRISHUVRQVWREHFRQWUDFWXDOO\SURWHFWHGLV
FDSDEOHRIGHVFULSWLRQE\REMHFWLYHVWDQGDUGV. If the group of persons becomes too
large, however, the notion that the OLDELOLW\LVQRWDVVHVVDEOHFDOFXODEOHDQGHYHQWXDOO\
LQVXUDEOH will lead to an exclusion of contractual liability.
Obviously, the two approaches are closely related (i. e. the notion that an advisor cannot
be held liable towards third parties if the liability risk becomes an ‘existential threat’ to
him). Returning, however, to the concrete situation of third parties relying on inaccurate
certificates, a decision in Germany and England might differ. In England, the law looks at
the relationship between the advisor (CA) and the (relying) third party; whilst German
law asks whether there is a sufficient link between the creditor of a contract (certificate
holder) and the (relying) third party (von Bar, 1994, 123). The differing focal point might
enable an English court of law to lay a stress on the additional fact that the relationship
between the CA and the relying party is, or is almost, of contractual nature. This
additional fact could convince English courts to impose a duty of care upon a CA.

'HDG(QGµ&RQWUDFW¶7KH&RQVWUXFWLRQRID *HQXLQH &RQWUDFWXDO
5HODWLRQ%HWZHHQWKH$GYLVRUDQGD7KLUG3DUW\

To establish a ‘direct’ contractual relation between a CA and a relying party constitutes
problems in both jurisdictions. English and German law have developed indicia through
which to distinguish contracts from any other agreement of a non-binding character. The
English legal system created the ‘concept of consideration’ , while the German system
deals with this issue by the means of µ5HFKWVELQGXQJVZLOOH¶(Zweigert and Kötz, 1998,
399) It is worth mentioning again that the contract with protective effect towards third
parties does not fall under this headline since, strictly speaking, a contract with protective
effect towards third party constitutes contractual liability without a contract (von Bar,
1998).

‘An Englishman is liable, not because he has made a promise, but because he has
made a bargain’ (Furmston, 1996, 28).
This bargain, as shown above, may result from the general enhancement of the market for
a certain product or service. Conversely, German law seems to deny an intention to create
a legal relationship if the liability risk and the consideration are gravely disparate. The
remote chance of the enhancement of the market will not suffice; remuneration is
necessary to subject someone who gives some sort of advice to a contractual duty.
Irrespective of any exemption clauses, therefore, liability of a CA for inaccurate
statements in its certificates, caused negligently, is (slightly) more likely to occur in
England than in Germany.

%XUGHQRI3URRI

Overall, one might not forget that:
‘... most claims [in both jurisdictions] would very likely fail (or would be settled
at a very early state in the proceedings) on the grounds that no negligence [or
breach of a contractual duty] can be proved or that the causation link between
negligent misstatement and the loss has not been established’ (Markesinis, 1994
292).

)LQDO&RQFOXVLRQV/LDELOLW\DV6RXUFHRI7UXVWDQGWKH1HHGIRU
5HJXODWLRQ

,QFRQFOXVLRQ, there are many (perhaps too many) minor and major obstacles in both
German and English law which question the success of any claim by a relying party. A
strong liability regime (which would particularly enhance confidence in QRQTXDOLILHG
certificates and generally in electronic communication and commerce) is practically not in
existence! If the present laws are applied, the question of whether to boost e-commerce
through consumer confidence or through low legal obstacles for businesses operating in
the respective market seems to be decided in clear favour of the latter one. It is doubtful
whether this decision was intended, since relying parties could be deprived of any legal
protection.
This paper is, therefore, convinced of the need to find a balance between both conflicting
interests, since somebody who takes up trust, as a CA does, must prove reliability (also)
through liability (Haas, 1998, 285). If ‘the worst’ should happen, it is decisive for relying
parties to have at least some legal remedy at hand. On the other hand, however,
businesses must be enabled to protect themselves against the risk of liability in an
indeterminate amount to an indeterminate group.
Since the existing laws in both countries contain many uncertainties and obstacles,
(making a success of a relying party’ s claim unlikely) this paper suggests the introduction
of a special tortuous liability rule, which eliminate the two main obstacles for a successful
claim:
the burden of proof imposed upon the relying party; and
the threat of liability in an indeterminate amount, to an indeterminate class,
which is owed to the open character of the Internet.
To deal with the first obstacle it may be sufficient to reverse the burden of proof. The CA
is in a (much) better position to prove that it has not acted negligently, since it is familiar
with technology and its own organisational structure. In order to tackle the second
obstacle, two equally important measures may be suggested. On the one hand, there might
be introduced a new statutory tort, subjecting the CA to liability for non-qualified
certificates similar to the EC Directive. The courts would no longer be troubled by the

notion of liability in an indeterminate amount, to an indeterminate class while
establishing a duty of care (England), or a protective effect of the certification contract
towards relying parties (Germany), since liability is imposed by statute. This, however,
would solve the legal, but not the factual problem of liability in an indeterminate amount,
to an indeterminate class. Therefore, to enable businesses to manage effectively the
enormous liability risk one may expressly permit by statute exemption and limitation
clauses which intend to limit the liability to a certain amount per annum and/or per series
of incidences, coupled with a minimum amount of liability, which would cover ordinary
incidences and would prevent abuse of these exemption clauses.
A call for harmonisation (on an European level) might be premature, since one must first
consider the other jurisdictions within Europe.
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7DEOHRI/HJLVODWLRQ
(XURSHDQ&RPPXQLW\
Directive 1993/13/EC on unfair terms in consumer contracts.
Directive 1999/93/EC on a Community framework for electronic signatures (ESD).
(QJODQGDQG:DOHV
Contracts (Rights of Third Parties) Act 1999.

Electronic Communications Act 2000.
Unfair Terms in Consumer Contracts Regulations 1994 (UTCCR).
Uniform Contract Terms Act 1977 (UCTA).
*HUPDQ\
Act for a Basic Framework for Electronic Signatures 2001 *HVHW]EHU
5DKPHQEHGLQJXQJHQIUHOHNWURQLVFKH6LJQDWXUHQ 6LJQDWXUJVHW] 6LJ* and respective
Ordinance.
Civil Code %UJHUOLFKHV*HVHW]EXFK %*% 
Criminal Code 6WUDIJHVHW]EXFK 6W*% 
Digital Signature Act 1997 6LJQDWXUJHVHW] 
,WDO\
Italian legislation (DPR of 10. November 1997, no. 513).

$SSHQGL[

)LJXUH6HQGLQJDQ(OHFWURQLFDOO\6LJQHG'RFXPHQW

)LJXUH9DOLGDWLQJDQ(OHFWURQLFDOO\6LJQHG'RFXPHQW

)LJXUH9DOLGDWLQJDQ(OHFWURQLFDOO\6LJQHG'RFXPHQWZLWK&HUWLILFDWH

)LJXUH&HUWLILFDWLRQ6WUXFWXUH

)LJXUH&RQWUDFWLQ*HUPDQ&LYLO/DZ

)LJXUH&RQWUDFWZLWKD3URWHFWLYH(IIHFW7RZDUGVD7KLUG3DUW\
µ9HUWUDJPLW6FKXW]ZLUNXQJ]XJXQVWHQ'ULWWHU¶

*ORVVDU\RI&$6SHFLILF7HUPV
Ddvanced electronic signatures (EC Directive term)
- will have the same value as a hand written
signature and be admissible as evidence in legal proceedings - is based on a qualified certificate and is
created by a secure signature creation device
Fertification authority (CA)
- also certification-service-provider (term used in
the EC Directive 1999/93) - is a body, either public or private, that seeks to fill the need for trusted third
party services in electronic commerce by issuing digital certificates that attest to some fact about the subject
of the certificate
Certification Practice Statement (CPS)
- defines the representations CAs make and
warranties they hold out in respect of certificates
certification-service-provider (EC Directive term)
- see FHUWLILFDWLRQDXWKRULW\
certificate
- means an electronic attestation which links a
public key to a person and confirms the identity or other attributes - see also TXDOLILHGFHUWLILFDWH
certificate revocation list
- since personal circumstances change and the
reality represented by the certificate is out of date, certificates have limited periods of validity or are subject
to periodic re-confirmation by the CA. Certificates which are outdated or have been compromised, e. g. by
disclosing the private key, are listed in this list which is maintained by the issuing CA - when, for example,

the relying party is suspicious about the validity of the certificate, he interrogates the CA’ s Certificate
Revocation List
‘Gigest’ function
- see µKDVK¶IXQFWLRQ
Hlectronic signature LQDWHFKQLFDOVHQVH
- also called ‘ciphertext’ - is the result of the
encryption of the message digest with the private key (Encryption is carried out by performing a series of
mathematical functions (an encryption algorithm) which has two inputs: the ‘message digest’ which is
nothing more than a string of 1s and 0s and the private key which is itself a number) producing a series of
different numbers
‘Kash’ function
- also ‘digest’ function - is an algorithm which
creates a digital representation or ‘fingerprint’ in form of a ‘hash value’ or ‘hash result’ or message digest of
a standard length which is usually much smaller than the message but nevertheless substantially unique to it.
Any change to the message invariably produces a different hash result when the same hash function is used.
In the case of a secure hash function it is ‘computationally infeasible’ to derive the original message from
knowledge of its ‘hash value’ .
hash result
- see PHVVDJHGLJHVW - also hash value
hash value
- see PHVVDJHGLJHVW - also hash result
Pessage digest
- also ‘hash value’ or ‘hash result’ - a digital
representation or ‘fingerprint’ of a standard length which is usually much smaller than the message but
nevertheless substantially unique to it. Any change to the message invariably produces a different hash
result when the same hash function is used.
‘Qon-qualified’ certificate
- see FHUWLILFDWH
‘Sublic key cryptography’
- uses two different but mathematically related
keys, each of which will decrypt documents encrypted by the other key. One key, chosen arbitrarily, is used
to transform data into a seemingly unintelligible form and is kept secret, while the other is made public. All
effective electronic signatures require the use of a '
one-way function’ (irreversibility). This means that if a
document, signed electronically by Alice with her private key, is sent to Bob, Bob must be able to decrypt
the document’ s signature element with the help of Alice’ s public key, but must not be able to re-encrypt it
with this key. In other words it must be ‘computationally infeasible’ to derive the private key from the
knowledge of the public key. Otherwise the discovered private key could be used to forge digital signatures
of the holder.
Tualified certificate (EC Directive term)
- the requirements for an qualified certificate (Art.
2 Nr.10 ESD) are set out in Annex I and II of the ESD: Qualified certificates must contain: µ D DQ
LQGLFDWLRQWKDWWKHFHUWLILFDWHLVLVVXHGDVDTXDOLILHGFHUWLILFDWH E WKHLGHQWLILFDWLRQRIWKHFHUWLILFDWLRQ
VHUYLFHSURYLGHUDQGWKH6WDWHLQZKLFKLWLVHVWDEOLVKHG F WKHQDPHRIWKHVLJQDWRU\RUDSVHXGRQ\P
ZKLFKVKDOOEHLGHQWLILHGDVVXFK G SURYLVLRQIRUDVSHFLILFDWWULEXWHRIWKHVLJQDWRU\WREHLQFOXGHGLI
UHOHYDQWGHSHQGLQJRQWKHSXUSRVHIRUZKLFKWKHFHUWLILFDWHLVLQWHQGHG H VLJQDWXUHYHULILFDWLRQGDWD
ZKLFKFRUUHVSRQGWRVLJQDWXUHFUHDWLRQGDWDXQGHUWKHFRQWURORIWKHVLJQDWRU\ I DQLQGLFDWLRQRIWKH
EHJLQQLQJDQGHQGRIWKHSHULRGRIYDOLGLW\RIWKHFHUWLILFDWH J WKHLGHQWLW\FRGHRIWKHFHUWLILFDWH K WKH
DGYDQFHGHOHFWURQLFVLJQDWXUHRIWKHFHUWLILFDWLRQVHUYLFHSURYLGHULVVXLQJLW L OLPLWDWLRQVRQWKHVFRSHRI
XVHRIWKHFHUWLILFDWHLIDSSOLFDEOHDQG M OLPLWVRQWKHYDOXHRIWUDQVDFWLRQVIRUZKLFKWKHFHUWLILFDWHFDQ
EHXVHGLIDSSOLFDEOH¶- Certification-service-provider issuing qualified certificates must meet the
following requirements: They must: µ D GHPRQVWUDWHWKHUHOLDELOLW\QHFHVVDU\IRUSURYLGLQJFHUWLILFDWLRQ
VHUYLFHV E HQVXUHWKHRSHUDWLRQRIDSURPSWDQGVHFXUHGLUHFWRU\DQGDVHFXUHDQGLPPHGLDWHUHYRFDWLRQ
VHUYLFH F HQVXUHWKDWWKHGDWHDQGWLPHZKHQDFHUWLILFDWHLVLVVXHGRUUHYRNHGFDQEHGHWHUPLQHG
SUHFLVHO\ G YHULI\E\DSSURSULDWHPHDQVLQDFFRUGDQFHZLWKQDWLRQDOODZWKHLGHQWLW\DQGLIDSSOLFDEOH
DQ\VSHFLILFDWWULEXWHVRIWKHSHUVRQWRZKLFKDTXDOLILHGFHUWLILFDWHLVLVVXHG H HPSOR\SHUVRQQHOZKR
SRVVHVVWKHH[SHUWNQRZOHGJHH[SHULHQFHDQGTXDOLILFDWLRQVQHFHVVDU\IRUWKHVHUYLFHVSURYLGHGLQ
SDUWLFXODUFRPSHWHQFHDWPDQDJHULDOOHYHOH[SHUWLVHLQHOHFWURQLFVLJQDWXUHWHFKQRORJ\DQGIDPLOLDULW\
ZLWKSURSHUVHFXULW\SURFHGXUHVWKH\PXVWDOVRDSSO\DGPLQLVWUDWLYHDQGPDQDJHPHQWSURFHGXUHVZKLFK
DUHDGHTXDWHDQGFRUUHVSRQGWRUHFRJQLVHGVWDQGDUGV I XVHWUXVWZRUWK\V\VWHPVDQGSURGXFWVZKLFKDUH
SURWHFWHGDJDLQVWPRGLILFDWLRQDQGHQVXUHWKHWHFKQLFDODQGFU\SWRJUDSKLFVHFXULW\RIWKHSURFHVV
VXSSRUWHGE\WKHP J WDNHPHDVXUHVDJDLQVWIRUJHU\RIFHUWLILFDWHVDQGLQFDVHVZKHUHWKHFHUWLILFDWLRQ
VHUYLFHSURYLGHUJHQHUDWHVVLJQDWXUHFUHDWLRQGDWDJXDUDQWHHFRQILGHQWLDOLW\GXULQJWKHSURFHVVRI
JHQHUDWLQJVXFKGDWD K PDLQWDLQVXIILFLHQWILQDQFLDOUHVRXUFHVWRRSHUDWHLQFRQIRUPLW\ZLWKWKH
UHTXLUHPHQWVODLGGRZQLQWKH'LUHFWLYHLQSDUWLFXODUWREHDUWKHULVNRIOLDELOLW\IRUGDPDJHVIRUH[DPSOH
E\REWDLQLQJDSSURSULDWHLQVXUDQFH L UHFRUGDOOUHOHYDQWLQIRUPDWLRQFRQFHUQLQJDTXDOLILHGFHUWLILFDWH

IRUDQDSSURSULDWHSHULRGRIWLPHLQSDUWLFXODUIRUWKHSXUSRVHRISURYLGLQJHYLGHQFHRIFHUWLILFDWLRQIRU
WKHSXUSRVHVRIOHJDOSURFHHGLQJV6XFKUHFRUGLQJPD\EHGRQHHOHFWURQLFDOO\ M QRWVWRUHRUFRS\
VLJQDWXUHFUHDWLRQGDWDRIWKHSHUVRQWRZKRPWKHFHUWLILFDWLRQVHUYLFHSURYLGHUSURYLGHGNH\PDQDJHPHQW
VHUYLFHV N EHIRUHHQWHULQJLQWRDFRQWUDFWXDOUHODWLRQVKLSZLWKDSHUVRQVHHNLQJDFHUWLILFDWHWRVXSSRUW
KLVHOHFWURQLFVLJQDWXUHLQIRUPWKDWSHUVRQE\DGXUDEOHPHDQVRIFRPPXQLFDWLRQRIWKHSUHFLVHWHUPVDQG
FRQGLWLRQVUHJDUGLQJWKHXVHRIWKHFHUWLILFDWHLQFOXGLQJDQ\OLPLWDWLRQVRQLWVXVHWKHH[LVWHQFHRID
YROXQWDU\DFFUHGLWDWLRQVFKHPHDQGSURFHGXUHVIRUFRPSODLQWVDQGGLVSXWHVHWWOHPHQW6XFKLQIRUPDWLRQ
ZKLFKPD\EHWUDQVPLWWHGHOHFWURQLFDOO\PXVWEHLQZULWLQJDQGLQUHDGLO\XQGHUVWDQGDEOHODQJXDJH
5HOHYDQWSDUWVRIWKLVLQIRUPDWLRQPXVWDOVREHPDGHDYDLODEOHRQUHTXHVWWRWKLUGSDUWLHVUHO\LQJRQWKH
FHUWLILFDWH O XVHWUXVWZRUWK\V\VWHPVWRVWRUHFHUWLILFDWHVLQDYHULILDEOHIRUPVRWKDWRQO\DXWKRULVHG
SHUVRQVFDQPDNHHQWULHVDQGFKDQJHVLQIRUPDWLRQFDQEHFKHFNHGIRUDXWKHQWLFLW\FHUWLILFDWHVDUH
SXEOLFO\DYDLODEOHIRUUHWULHYDOLQRQO\WKRVHFDVHVIRUZKLFKWKHFHUWLILFDWHKROGHU VFRQVHQWKDVEHHQ
REWDLQHGDQGDQ\WHFKQLFDOFKDQJHVFRPSURPLVLQJWKHVHVHFXULW\UHTXLUHPHQWVDUHDSSDUHQWWRWKH
RSHUDWRU¶
‘Uegular’ electronic signature (EC Directive term)
- µPHDQVGDWDLQHOHFWURQLFIRUPZKLFKDUH
DWWDFKHGWRRUORJLFDOO\DVVRFLDWHGZLWKRWKHUHOHFWURQLFGDWDDQGZKLFKVHUYHDVDPHWKRGRI
DXWKHQWLFDWLRQ¶ (Art. 2 Nr. 1 ESD) - may, at least, not be denied legal effectiveness and admissibility as
evidence on the grounds that it is in electronic form, or not based upon a qualified certificate, or not based
upon a qualified certificate issued by an accredited certification-service-provider, or not created by a secure
signature-creation device (Art. 5 (2) ESD)
Relying Third Party Charter
- defines the representations CAs make and
warranties they hold out in respect of certificates
Vecure signature creation device (EC Directive term)
- the requirements for secure signature-creation
devices are set out in Annex III of the ESD: µ6HFXUHVLJQDWXUHFUHDWLRQGHYLFHVPXVWE\DSSURSULDWH
WHFKQLFDODQGSURFHGXUDOPHDQVHQVXUHDWWKHOHDVWWKDW D WKHVLJQDWXUHFUHDWLRQGDWDXVHGIRUVLJQDWXUH
JHQHUDWLRQFDQSUDFWLFDOO\RFFXURQO\RQFHDQGWKDWWKHLUVHFUHF\LVUHDVRQDEO\DVVXUHG E WKHVLJQDWXUH
FUHDWLRQGDWDXVHGIRUVLJQDWXUHJHQHUDWLRQFDQQRWZLWKUHDVRQDEOHDVVXUDQFHEHGHULYHGDQGWKH
VLJQDWXUHLVSURWHFWHGDJDLQVWIRUJHU\XVLQJFXUUHQWO\DYDLODEOHWHFKQRORJ\ F WKHVLJQDWXUHFUHDWLRQGDWD
XVHGIRUVLJQDWXUHJHQHUDWLRQFDQEHUHOLDEO\SURWHFWHGE\WKHOHJLWLPDWHVLJQDWRU\DJDLQVWWKHXVHRI
RWKHUV6HFXUHVLJQDWXUHFUHDWLRQGHYLFHVPXVWQRWDOWHUWKHGDWDWREHVLJQHGRUSUHYHQWVXFKGDWDIURP
EHLQJSUHVHQWHGWRWKHVLJQDWRU\SULRUWRWKHVLJQDWXUHSURFHVV¶

