
��%XVFD/HJLV�FFM�XIVF�EU�

Journal of Information, Law and Technology

7KH�4XHVW�IRU�$FFHVV�LQ�WKH�'LJLWDO�(UD��
&RS\ULJKW�DQG�WKH�,QWHUQHW

Charlotte Waelde
School of Law

University of Edinburgh

&KDUORWWH�:DHOGH#HG�DF�XN

This is a UHIHUHHG article published on: 28 February 2001 

&LWDWLRQ: Waelde C, ‘The Quest for Access in the Digital Era: Copyright and the Internet, 
Refereed article, 2001 (1) 7KH�-RXUQDO�RI�,QIRUPDWLRQ��/DZ�DQG�7HFKQRORJ\��-,/7�. 
<http://elj.warwick.ac.uk/jilt/01-1/waelde.html>



$EVWUDFW
Copyright in the digital era is changing. Both copyright owners, and users of works 
protected by copyright have much to gain. Both however, have much to lose. Works 
protected by copyright can be cheaply and easily disseminated over the Internet. Users 
have the opportunity of accessing a vast amount of information. However, because of 
copyright owners’ fears that once a work is released on the Internet, it is almost 
impossible to obtain a financial return from further exploitation, technological measures 
for protecting access to these works have been developed. However, these access controls 
may have two consequences for the user of a work. First, those parts of the work in the 
public domain become inaccessible, except at the behest of the copyright owner. 
Secondly, access to works, and to the public domain may only be possible on a ‘pay-per-
view’ business model. This article examines the current position in relation to the 
development and legal protection of access controls in the US and the EU, and concludes 
that urgent work needs to be undertaken by users to ascertain whether, and to what extent, 
access controls are changing the balance between owners of copyright, and users, to the 
detriment of the user.  

.H\ZRUGV: Copyright, Internet, Access, Digital, ECMS, Dissemination, 
Public Domain, Pay-per-view, WCT, Circumvention, Technological 
Measures.

���,QWURGXFWLRQ
The nature of copyright in the digital world is changing. Distribution of works protected 
by copyright in digital form over the Internet heralds remarkable opportunities for two 
constituencies. For the owner of the copyright in these works, whether the author, the 
licensee or assignee (hereafter the copyright owner); and for the users of those works, 
those who wish to access and use them, whether for personal pleasure, the advancement 
of knowledge, or in the creation of new works. Both sides have much to gain from digital 
distribution. Both, however, may have much to lose.

Copyright owners are faced with the most effective form of production and distribution of 
creative works yet known. It is quick, easy and cheap to make perfect digital copies of 
creative works from an original work, or from copies of an original. The costs of 
production could therefore tumble. Distribution of these works is easier than it ever was, 
where much is streamed in the form of ‘digital bits’ over the Internet. 

The benefits for the copyright owner also come with potential drawbacks. If a work 
protected by copyright is released over the Internet without the consent of the copyright 
owner, the practical difficulties of either stopping that dissemination, or of  obtaining 
redress for the unauthorised reproduction, are minimal. Not only may there be many 
jurisdictions which might be competent to hear the case, but there may be different laws 
to be applied to the unauthorised reproduction, depending on where that reproduction 
occurred. An Internet Service Provider (ISP) may be required to remove a work that 
infringes the copyright owners’ rights from a server if the ISP knows it is there. But much 



copying occurs between individual surfers; between individual computers linked to the 
Internet. Any copyright owner seeking redress for unauthorised dissemination may be 
faced with suing individuals in far flung jurisdictions, applying laws that may be 
expensive to ascertain and uncertain in application to the reproduction. Control over 
dissemination of creative works in digital form is thus vital to the copyright owner.

The user, too, is faced for the first time with the opportunity of unparalleled access to 
creative works. Whether the user wishes to obtain and use those works for the purposes of 
education, for the creation of new works, or simply for entertainment, the opportunities 
heralded by the digital age are almost limitless. Difficult or little known sources may 
become accessible, within short time scales. The development of increasingly powerful 
and intuitive search engines makes finding obscure sources of information much easier 
where those sources have been digitised and made available over the Internet. 
Sophisticated copying methods mean that the works, or parts of the works can easily and 
cheaply be copied and stored. Never before has there been such an opportunity for 
straightforward access to information and knowledge on an international scale. 

The benefits to the user may also come with drawbacks. These drawbacks may become 
increasingly apparent from the enhanced control that copyright owners can, and will, be 
able to exert over access to works protected by copyright, and over further re-use. To 
control dissemination and copying of works, copyright owners have been developing 
technological protection measures through, among other methods, the use of encryption. 
These systems, in their most advanced form, allow the copyright owner to dictate when, 
and who, may access a work. Users fear two consequences will flow from this enhanced 
control exerted by copyright owners. The first, is that the public domain will be locked 
away, accessible and usable only at the behest of the copyright owner. The second, is that 
creative works will only be accessible on a pay-per-view business model, with the result 
that only those who can afford to pay will be granted access. 

The sides are polarised. To date, the copyright owners appear to be winning in the stakes. 
Legislation has been, and is in the course of being enacted, that gives legal backing for 
the technical measures used to control access to works. The purpose of this article is to 
compare the situation in the US with the developing position in the EU in relation to 
DFFHVV�controls used in connection with creative works disseminated over the Internet. 
Control over use, whether through licensing agreements, or copy control mechanisms is 
not the focus of this article.

���$UH�&RS\ULJKW�2ZQHUV�)HDUV�-XVWLILHG"
Napster, and the furore surrounding the use of Napster is often cited as the definitive 
example of how the Internet, and the technologies developed to run on the Internet, render 
copyright unenforceable. 

Napster, is an Internet-based company which distributes software facilitating sharing of 
MP3 music files on the Internet . Napster makes its proprietary MusicShare software 
available for surfers to download on to computers linked to the Internet. After 
downloading the software, a surfer can access the Napster system directly from the home 



computer. The software on the computer interacts with Napster’ s software held on 
Napster’ s servers. When the surfer, who wants to locate an MP3 file (a compressed music 
file) logs on, there is an automatic connection to one of the 150 servers operated by 
Napster. The surfer enters the name of the artist on the search page. The music files are 
not located on Napster servers, but held on the computer belonging to another surfer who 
has downloaded the Napster software. The software provided by Napster indexes the 
location of music files and matches a request for a particular MP3 file with the location of 
that same MP3 file on another computer. Once the MP3 file is found, the surfer can 
download the file directly from the computer on which it is held . It has been estimated 
that 317,377 individuals, located all over the world, shared songs by one band. Napster 
states that it does not make any copies of MP3 files on its own servers. 

Napster has been sued by record companies, and by several individual musicians and 
bands. On appeal, the US 9th Circuit Court of Appeals found that Napster was liable for 
both contributory and vicarious copyright infringement, but ordered that the original 
injunction be varied such that Napster would have to be notified of infringing material on 
their system before they have a duty to disable access. However, Napster must also 
increase its own monitoring of its system within certain limits. The court also found that 
the activities of the users of Napster constituted direct infringement of copyright by way 
of reproduction and distribution. If the record companies and individual bands wish to 
pursue individual users of Napster, litigation may have to take place in each separate 
jurisdiction where a reproduction of the work has been made.

Despite the apparent success for the record companies in the Napster case, the principle 
remains. If works are disseminated over the Internet without the consent of the owner of 
the copyright, it becomes almost impossible for the copyright owner to control further 
dissemination. There are programs other than Napster available on the Internet which can 
be used to share files, and which do not depend on a centralised indexing system. This, 
perhaps, makes them harder to control. 

The result is that the economic incentive, at the heart of copyright law in the Anglo 
American traditions, is lost. If a financial return cannot be obtained from the exploitation 
of creative works, the copyright owner may not be so keen in developing new products 
for the market. Ultimately, so right holders argue, users are the ones to suffer as there will 
be fewer new works coming to the market in the first place. 
 

����(OHFWURQLF�&RS\ULJKW�0DQDJHPHQW�6\VWHPV
As indicated above, the response by the copyright owners has been to develop access 
protection systems (Electronic Copyright Management Systems (ECMS)) and seek a legal 
framework to protect against third parties circumventing these systems.

One type of ECMS is the simple, but widely used practice of digital watermarking. This 
is a technique whereby encrypted information is incorporated into a digitised work, or 
some alteration of the work is effected which is not visible to the naked eye. A surfer is 
unable to remove or change the alteration. This system allows the copyright owner to 
track and identify unauthorised copies made of the original work. These unauthorised 



copies can be detected by sending out ‘robots’  to trawl through content of web pages. If 
an infringing copy is found, the copyright owner might require the ISP on whose server it 
is located, to remove that copy. Copies that have been downloaded from the Internet, and 
which circulate amongst users, will be capable of detection, as the copyright owner will 
be able to discover the digital alteration to the work. Thus, digitally watermarking a work 
tends to be a method of ascertaining when unauthorised reproductions are made of works 
after the event, rather than being a means whereby infringing uses can be prevented in the 
first place.

Much more sophisticated are the ECMS which prevent access being obtained to a work in 
the first place if authorisation is not given, and which thereafter can licence use of that 
work on certain terms and conditions. A number of elements are apparent in the 
composition of these ECMS. The first is a database, which contains information about the 
work. This may include the name of the author, the copyright owner, the work being 
protected, and other information necessary to authorise a third party to use that work for a 
specified purpose. The database may also contain the conditions on which a license may 
be granted to use the work. An extension of this system, and the most advanced, relies on 
the database and licensing system, but also incorporates the hardware (e.g. the computer, 
the modem, the printer) in which special semi conductor chips are incorporated. These 
systems are called by some ‘rights management containers’ , because the container that is 
placed around the work (the © chip) automatically performs a number of functions. It can 
control access to the work protected by copyright. It is capable of encrypting and 
decrypting the content. The content itself (the work protected by copyright) is useless 
outside the container because it is encrypted, and only the container has the key. The 
container can store precise instructions detailing which uses to permit, and which to deny. 
Because the instructions are in the container, which must be passed through every time 
the content is accessed, the right holder can maintain complete control over every 
interaction between the surfer and the content. In time, it is anticipated that these ECMS 
will have a payment system incorporated, so the user can be automatically charged, and 
pay, for each use of a protected work. 

Because the © chip needs to be inserted into the hardware, negotiations are on-going 
between various branches of the creative industries and makers of the hardware to 
develop common standards, through which the components necessary for each part of the 
system can be integrated, and the creative works in the ECMS exploited. 

If these ECMS work effectively, the complex rules surrounding international litigation of 
infringement of works on the Internet would not arise, or at least not to the extent that 
they have in disputes such as those surrounding Napster. Creative works could not be 
uploaded and disseminated without consent because the hardware and the software that 
make up the Internet, combined with the instructions incorporated in the works 
themselves, would make such copying impossible. 

However, these ECMS would be useless if it were possible, and indeed permissible for a 
user to circumvent the provisions and thereafter make the work available without the 
controls. 



����/HJDO�3URWHFWLRQ�RI�(&06
Despite continuing scepticism from commentators,�ECMS have been the subject of a raft 
of legislative measures at international, national and regional level. 

������6WDQGDUGV�RI�3URWHFWLRQ
Three different standards of protection for ECMS could be envisaged. The first, might 
outlaw any person circumventing the protection for a purpose not permitted by the law of 
copyright. For instance, if the purpose of overcoming the controls was to make a copy of 
the work to distribute to others, that would not be lawful. However, if a user wanted to 
gain access to a work to use it in a way permitted by the law of copyright, for instance to 
gain access to those parts of the work in the public domain, then such circumvention 
might be permissible. A second, and stronger standard, would be to prohibit the act of 
circumvention altogether whatever the motive. This test would focus on the access 
control to the underlying work. A third, and the strongest standard, would be to prohibit 
not only the act of circumvention, but also the making or circulation of any device which 
might be designed to overcome both access to the work, and controls determining the 
underlying use of the work, no matter the motive.

The first measures concerning the legal protection of copyright management systems 
were introduced in the WIPO Copyright Treaty (WCT) in 1996.

����7KH�:&7
During the negotiations leading up to the finalisation of the WCT, it was suggested by 
copyright owners that the standard appropriate for the protection of ECMS was to outlaw 
technologies, the primary purpose or effect of which was to circumvent technical 
protection measures. Thus the standard of protection would be at its broadest, and focus 
on the technologies which might facilitate circumvention, rather than the act of 
circumvention itself. This suggestion proved to be highly controversial. Delegates 
considered that adopting such a standard might have meant that the copyright owner 
could prevent any access to a work, including access to a work to exercise one of the fair 
dealing limitations, or to obtain other material in the public domain. A second concern 
was voiced by representatives of the consumer electronics industry. If legislation 
outlawed technologies which made circumvention possible, this could serve to place 
limitations on the products, and parts of products, developed for the consumer market. At 
its most extreme, the cut and paste function, vital to a word processing application might 
be considered a technology which could circumvent a technological protection measure, 
because it allows the user to copy works protected by copyright.

As a result of the negotiations, a relaxed test for protection was agreed for the WCT, 
which now provides:

&RQWUDFWLQJ�3DUWLHV�VKDOO�SURYLGH�DGHTXDWH�OHJDO�SURWHFWLRQ�DQG�HIIHFWLYH�OHJDO�
UHGUHVV�DJDLQVW�WKH�FLUFXPYHQWLRQ�RI�HIIHFWLYH�WHFKQRORJLFDO�PHDVXUHV�WKDW�DUH�



XVHG�E\�DXWKRUV�LQ�FRQQHFWLRQ�ZLWK�WKH�H[HUFLVH�RI�WKHLU�ULJKWV�XQGHU�WKLV�7UHDW\�
RU�WKH�%HUQH�&RQYHQWLRQ�DQG�WKDW�UHVWULFW�DFWV��LQ�UHVSHFW�RI�WKHLU�ZRUNV��ZKLFK�
DUH�QRW�DXWKRULVHG�E\�WKH�DXWKRUV�FRQFHUQHG�RU�SHUPLWWHG�E\�ODZ�

The focus is thus on the act of circumvention, and not the technologies which might make 
circumvention possible. In addition, the test relates to what is not ‘permitted by law’ . This 
might suggest that it would be permissible to circumvent an ECMS if the purpose was to 
access materials that lay in the public domain.

����7KH�86
In the US, protection for ECMS was first mooted in the Report of the Working Group on 
Intellectual Property Rights as part of the National Information Infrastructure Task Force 
(NII Report). This document examined the law of copyright in the US as it existed prior 
to any amendments being made directed towards Internet activities. In the NII Report it 
was suggested that the only feasible way in which works protected by copyright could be 
controlled by the copyright owner when disseminated over the Internet, was through the 
development of ECMS. In turn, it was argued in the Report, that rules against 
circumvention of these ECMS should be introduced because it was in the public interest 
to do so. The nub of the argument was economic. The public interest is the price at which 
access can be lawfully gained to a work. Because consumers of works protected by 
copyright pay for the acts of infringers (in the sense that there is an uplift in price), so the 
price will fall if such infringement were not possible. This, in turn, would allow the 
public to have access to more works protected by copyright, because the price would be 
kept low.

In response to the concerns of users who argued that such protection might inhibit access 
to materials in the public domain, the NII Committee considered that while technological 
protection may be applied to copies of works in the public domain, such protection 
attaches only to those particular copies, and not to the underlying work itself. Therefore 
protection against circumvention of ECMS was justified because it was not the work SHU�
VH that was the subject of protection. So, by contrast with the approach taken in the WCT, 
the NII Committee suggested the strongest standard should be adopted. The focus was to 
be on outlawing circumvention for the purpose of obtaining DFFHVV�to a work. In addition, 
the Committee suggested that there should be a broad ban on products that could be used 
to circumvent ECMS.

Despite the more relaxed approach adopted in the WCT, the US administration remained 
enamoured with the rigorous approach suggested by the NII committee. The provisions 
have been enacted in Chapter 12 of the Digital Millennium Copyright Act 1998 (DMCA). 
Broadly, the relevant section provides firstly, that no person shall circumvent a 
technological protection measure that effectively controls DFFHVV�to a work protected 
under the Act. The focus here is thus on the act of circumvention which would facilitate 
DFFHVV to a work protected by copyright.  The second part prohibits trafficking in devices 
or services for circumventing technology measures that control DFFHVV. Here the focus is 
on the GHYLFH or VHUYLFH�which would serve to facilitate access. The third part prohibits 
trafficking in devices or services for circumventing technology measures that protect the 



rights of a copyright owner. Thus, this part focuses on devices which might prevent or 
inhibit the copying of a work. 

The robust approach taken in the DMCA has been tested in court in the US in 8QLYHUVDO�
&LW\�6WXGLRV�,QF�Y�6KDZQ�5HLPHUGHV�This case had its origins in Norway where a student, 
Jon Johansen, wrote a program (DeCSS) which could overcome the encryption (CSS) 
which limited access to Digital Video Discs (DVD’ s). The purpose of overcoming the 
control (it was alleged) was to allow DVD’ s to be run on the Linux operating system, 
rather than Windows, for which it was intended. However, once the control mechanism 
was overcome, the DVD’ s could be copied at will. The DeCSS program was copied on to 
web pages belonging to LQWHU�DOLD, Eric Corley (alias Emmanuel Goldstein) at 
<http://www.2600.com>. The major motion picture studios operated with some speed. A 
case was brought against Eric Corley and others, who they accused of violating the anti 
circumvention provisions of the DMCA by making details of the DeCSS code available 
on the web site, and by linking to other web sites containing the same code. The 
defendants were found liable for infringing the terms of the DMCA section 1201(a)(2), 
which is the section that prohibits the making available of technologies which are 
designed to defeat technological protections controlling access to a work. DeCSS was 
found to be just such a technology. The court did appreciate that by prohibiting 
circumvention of access controls, in some cases it may not be possible to use the 
underlying work in a way which might otherwise have been fair. However, it was also 
pointed out that the defendants were not being sued for infringement of copyright, but for 
offering and providing technology that could overcome the controls which guarded access 
to a creative work. Thus it would appear that these prohibitions against circulating 
devices and technologies designed to control access to creative works will be enforced in 
court in the US.

����7KH�(8�3URSRVDOV�DQG�'HEDWH
It would appear that history is repeating itself in the debate in the EU over the protection 
of ECMS. Many of the EU proposals, as currently drafted, fairly closely follow the 
developments in the US.

In 1997, in the Proposal for a Directive on Copyright and Related rights in the 
Information Society, it was suggested that protection of ECMS was not to be directed 
against the circumvention of technological measures as such (the standard adopted in 
WCT). Rather the focus was to be on preparatory activities. This was seen as 
fundamental:

µEHFDXVH�WKH�UHDO�GDQJHU�IRU�LQWHOOHFWXDO�SURSHUW\�ULJKWV�ZLOO�QRW�EH�D�VLQJOH�DFW�
RI�FLUFXPYHQWLRQ�E\�LQGLYLGXDOV�EXW�SUHSDUDWRU\�DFWLYLWLHV�WR�SURGXFH�GHYLFHV�RU�
RIIHU�VHUYLFHV�WR�FLUFXPYHQW. 

So there was to be a wide ban on the act of circumvention which would in turn allow a 
wide ban on circumventing technologies. The proposals in the current Draft Directive are 
to be found in Article 6. This article obliges Member States to: 

µSURYLGH�DGHTXDWH�OHJDO�SURWHFWLRQ�DJDLQVW�WKH�FLUFXPYHQWLRQ�RI�DQ\�HIIHFWLYH�



WHFKQRORJLFDO�PHDVXUHV’ . 
In addition, Member States are to: 

µSURYLGH�DGHTXDWH�OHJDO�SURWHFWLRQ�DJDLQVW�WKH�PDQXIDFWXUH��LPSRUW��
GLVWULEXWLRQ��VDOH��UHQWDO��DGYHUWLVHPHQW�IRU�VDOH�RU�UHQWDO��RU�SRVVHVVLRQ�IRU�
FRPPHUFLDO�SXUSRVHV�RI�GHYLFHV��SURGXFWV�RU�FRPSRQHQWV�RU�WKH�SURYLVLRQ�RI�
VHUYLFHV�ZKLFK��D��DUH�SURPRWHG��DGYHUWLVHG�RU�PDUNHWHG�IRU�WKH�SXUSRVH�RI�
FLUFXPYHQWLRQ�RI��RU�E��KDYH�RQO\�D�OLPLWHG�FRPPHUFLDOO\�VLJQLILFDQW�SXUSRVH�RU�
XVH�RWKHU�WKDQ�WR�FLUFXPYHQW��RU�F��DUH�SULPDULO\�GHVLJQHG��SURGXFHG��DGDSWHG�
RU�SHUIRUPHG�IRU�WKH�SXUSRVH�RI�HQDEOLQJ�RU�IDFLOLWDWLQJ�WKH�FLUFXPYHQWLRQ�RI��
DQ\�HIIHFWLYH�WHFKQRORJLFDO�PHDVXUHV¶��

Given that the phrase ‘technological measure’ , is defined as:

‘ DQ\�WHFKQRORJ\��GHYLFH�RU�FRPSRQHQW�WKDW��LQ�WKH�QRUPDO�FRXUVH�RI�LWV�
RSHUDWLRQ��LV�GHVLJQHG�WR�SUHYHQW�RU�UHVWULFW�DFWV��LQ�UHVSHFW�RI�ZRUNV�RU�RWKHU�
VXEMHFW�PDWWHU��ZKLFK�DUH�QRW�DXWKRULVHG�E\�WKH�ULJKWKROGHU�RI�DQ\�FRS\ULJKW�RU�
DQ\�ULJKW�UHODWHG�WR�FRS\ULJKW�DV�SURYLGHG�E\�ODZ�RU�WKH�VXL�JHQHULV�ULJKW�
SURYLGHG�IRU�>E\�WKH�GDWDEDVH�'LUHFWLYH@’ , 

it might appear the standard differs from that to be found in the DMCA. The definition 
does not refer to DFFHVV, and would appear only to prohibit circumvention, and devices, 
which facilitate reproduction of a work where that is not µDXWKRULVHG�E\�WKH�ULJKW�KROGHU�
RU�DV�SURYLGHG�E\�ODZ¶. Thus, circumvention of a technological measure in order to gain 
access to a work, or parts of a work, in the public domain might be permissible because 
the work is not protected by copyright, or can be used without permission of the owner of 
the copyright. However, that is clearly not the intention, as the Draft Directive goes on to 
provide that a technological measure shall be:

µGHHPHG�µHIIHFWLYH¶�ZKHUH�WKH�XVH�RI�D�SURWHFWHG�ZRUN�RI�RWKHU�VXEMHFW�PDWWHU�LV�
FRQWUROOHG�E\�WKH�ULJKWKROGHUV�WKURXJK�DSSOLFDWLRQ�RI�DQ�DFFHVV�FRQWURO�RU�
SURWHFWLRQ�SURFHVV��VXFK�DV�HQFU\SWLRQ��VFUDPEOLQJ�RU�RWKHU�WUDQVIRUPDWLRQ�RI�
WKH�ZRUN�RU�RWKHU�VXEMHFW�PDWWHU�RU�D�FRS\�FRQWURO�PHFKDQLVP��ZKLFK�DFKLHYHV�
WKH�SURWHFWLRQ�REMHFWLYH¶.

Thus, the focus here is also on protection of DFFHVV�to works, and is not limited to 
circumvention for infringing purposes. 

���$FFHVV
It becomes clear from the position taken by both the US and current position by the EU, 
that the focus of protection for creative works disseminated over the Internet is to be on 
DFFHVV. But what of the twin fears of the users? That by giving such power to the 
copyright owner, the public domain will be inaccessible, and use of creative works will 
be subject to a pay-per-view system.



����7KH�86
To deal with these access concerns, the House Committee on Commerce on the Digital 
Millennium Copyright Act of 1998 provided that the prohibition against circumvention:

µVKDOO�QRW�DSSO\�WR�SHUVRQV�ZKR�DUH�XVHUV�RI�D�FRS\ULJKWHG�ZRUN�ZKLFK�LV�LQ�D�
SDUWLFXODU�FODVV�RI�ZRUNV��LI�VXFK�SHUVRQV�DUH��RU�DUH�OLNHO\�WR�EH�DGYHUVHO\�
DIIHFWHG�E\�YLUWXH�RI�VXFK�SURKLELWLRQ�LQ�WKHLU�DELOLW\�WR�PDNH�QRQLQIULQJLQJ�XVHV�
RI�WKDW�SDUWLFXODU�FODVV�RI�ZRUNV�XQGHU�WKLV�WLWOH’ . 

To ascertain whether there were any such ‘class of works’  which should be exempted 
from the prohibition against circumvention, the relevant section of the DMCA was not to 
be brought into force until October 28 2000. During this time the Librarian of Congress 
was charged with making a determination as to which (if any) classes of works should be 
exempted. After extensive consultations two classes of works were exempted from the 
prohibition on circumventing access controls. These are:

&RPSLODWLRQV�FRQVLVWLQJ�RI�OLVWV�RI�ZHEVLWHV�EORFNHG�E\�ILOWHULQJ�VRIWZDUH�
DSSOLFDWLRQV�
/LWHUDU\�ZRUNV��LQFOXGLQJ�FRPSXWHU�SURJUDPV�DQG�GDWDEDVHV��SURWHFWHG�E\�
DFFHVV�FRQWURO�PHFKDQLVPV�WKDW�IDLO�WR�SHUPLW�DFFHVV�EHFDXVH�RI�PDOIXQFWLRQ�
GDPDJH�RU�REVROHWHQHVV�

During these consultations it had been argued that an exemption should be introduced to 
permit circumvention of access control measures for the purpose of accessing materials in 
the public domain, in particular where the use of that work might fall under the head of 
‘fair use’ . However, the Librarian had difficulty with this proposal. The first problem was 
because the exemption was sought in respect of certain�FODVVHV�RI�XVHUV, or XVHV�IRU�
FHUWDLQ�SXUSRVHV. This was beyond the scope of the Librarian’ s task which was to 
determine whether to exempt any�SDUWLFXODU�FODVV�RI�ZRUNV, and not to consider the use to 
which the work was to be put. Secondly, those who argued for the exemption were unable 
to demonstrate that they had been unable to engage in such uses because of access control 
measures. The concerns related to use of a work once accessed, rather than to failure to 
obtain access. In other words, the technological controls that prevent access to the 
underlying works did not thereby prevent non-infringing uses. 

In relation to the second main fear, that access controls would result in a ‘pay-per-view’  
business model, the Librarian pointed out that contributors to the debate had failed to 
show any hard evidence of the model in operation. There were merely ‘speculative and 
alarmist’  fears. What was more, such a pay per use model could be ‘use facilitating’  
Consumers given the choice between paying $100 for permanent access to a work, and $2 
for each individual occasion may prefer the latter. This in turn may make access to the 
work more widely available, thus enhancing use. 

‘7KH�UHFRUG�LQ�WKLV�SURFHHGLQJ�GRHV�QRW�UHYHDO�WKDW�µSD\�SHU�XVH¶�EXVLQHVV�
PRGHOV�KDYH��WKXV�IDU��FUHDWHG�WKH�DGYHUVH�LPSDFWV�RQ�WKH�DELOLW\�RI�XVHUV�WR�



PDNH�QRQ�LQIULQJLQJ�XVHV�RI�FRS\ULJKWHG�ZRUNV�WKDW�ZRXOG�MXVWLI\�DQ\�
H[HPSWLRQV�IURP�WKH�SURKLELWLRQ�RQ�FLUFXPYHQWLRQ’ . However, it was also hinted 
that ‘,I�VXFK�DGYHUVH�LPSDFWV�RFFXU�LQ�WKH�IXWXUH��WKH\�FDQ�EH�DGGUHVVHG�LQ�D�
IXWXUH�UXOHPDNLQJ�SURFHHGLQJ’ . 

There are thus, for the next three years at least, to be only limited exemptions to the rule 
making circumvention of access controls unlawful in the US.

����7KH�(8�
Perhaps influenced by the vociferous debate which had surfaced in the US as a result of 
the adoption of a strong standard of protection against circumvention in the DMCA, the 
EU has proposed in the Draft Directive certain rather complicated provisions relating to 
exemptions to the rule against circumvention. However, these measures do not extend to 
DFFHVV controls, but implicate activities that may thereafter take place. 

Contained within the Draft Directive, Article 5, are a series of mostly permissive 
measures aimed at harmonising the limitations and exceptions to the reproduction right, 
and the rights of communication to the public and making available to the public. These 
range from limitations where the use is for the:

‘VROH�SXUSRVH�RI�LOOXVWUDWLRQ�IRU�WHDFKLQJ�RU�VFLHQWLILF�UHVHDUFK’ , to µXVH�RI�
SROLWLFDO�VSHHFKHV�DV�ZHOO�DV�H[WUDFWV�RI�SXEOLF�OHFWXUHV�RU�VLPLODU�ZRUNV�RU�
VXEMHFW�PDWWHU�WR�WKH�H[WHQW�MXVWLILHG�E\�WKH�LQIRUPDWRU\�SXUSRVH¶.

Article 6.4 of the Draft Directive aims at facilitating the exercise of some of the 
limitations to be found in Article 5, while at the same time upholding the integrity of 
ECMS. The first paragraph of Article 6.4 provides that: 

‘1RWZLWKVWDQGLQJ�WKH�OHJDO�SURWHFWLRQ�SURYLGHG�IRU�LQ�SDUDJUDSK����LQ�WKH�
DEVHQFH�RI�YROXQWDU\�PHDVXUHV�WDNHQ�E\�ULJKWKROGHUV��LQFOXGLQJ�DJUHHPHQWV�
EHWZHHQ�ULJKWKROGHUV�DQG�RWKHU�SDUWLHV�FRQFHUQHG��0HPEHU�6WDWHV�VKDOO�WDNH�
DSSURSULDWH�PHDVXUHV�WR�HQVXUH�WKDW�ULJKWKROGHUV�PDNH�DYDLODEOH�WR�WKH�
EHQHILFLDU\�RI�DQ�H[FHSWLRQV�RU�OLPLWDWLRQ�SURYLGHG�IRU�LQ�QDWLRQDO�ODZ�LQ�
DFFRUGDQFH�ZLWK�DUWLFOH����D���F���G���H���D���E�RU��H�WKH�PHDQV�RI�EHQHILWLQJ�
IURP�WKDW�H[FHSWLRQ�RU�OLPLWDWLRQ��WR�WKH�H[WHQW�QHFHVVDU\�WR�EHQHILW�IURP�WKDW�
H[FHSWLRQ�RU�OLPLWDWLRQ��ZKHUH�WKDW�EHQHILFLDU\�KDV�OHJDO�DFFHVV�WR�WKH�SURWHFWHG�
ZRUN�RU�RWKHU�VXEMHFW�PDWWHU�FRQFHUQHG¶��

Paragraph 1 refers to the obligation on Member States to provide legal protection against 
the circumvention of any effective technological measures. A beneficiary of protection 
would appear to refer to a third party who wishes to exercise one of the limitations 
specified. Concentrating on Article 5.3, the limitations referred to are those for the 
illustration for teaching or scientific research, for the benefit of people with a disability, 
and for the purposes of public security and parliamentary or judicial proceedings. So 
despite the fact that the circumvention of ECMS is to be made unlawful, it would appear 
that those who are entitled (wish) to exercise a limitation for the purposes of LQWHU�DOLD 



illustration for teaching or research, must be able to do so. However, before being assisted 
in exercising such a limitation, the beneficiary of protection must have OHJDO�DFFHVV to the 
protected work. So it would appear the help given in respect of exercising the limitation 
refers to overcoming controls which would prevent a use being made of the work for the 
purposes of illustration for teaching or research, for instance if the cut and paste 
functions, or the print command were disabled. The help is QRW to be given in respect of 
overcoming the access control. Thus, if implemented in its current form, the position 
under the Draft Directive would appear to be the same as that found under the DMCA, as 
far as the protection of the access control, and the prohibition against circumventing those 
controls is concerned.

In relation to ‘pay-per-use’ , the Draft Directive appears to anticipate that this business 
model may be a reality. None of the limitations in Article 5.3 specifically state their 
exercise is conditioned on payment, but the copyright owner could condition access on 
such payment. In addition, Recital 24ter of the Draft Directive states that:

‘0HPEHU�6WDWHV�PD\�SURYLGH�IRU�IDLU�FRPSHQVDWLRQ�IRU�ULJKWKROGHUV�DOVR�ZKHQ�
DSSO\LQJ�WKH�RSWLRQDO�SURYLVLRQV�RQ�H[FHSWLRQV�ZKLFK�GR�QRW�UHTXLUH�VXFK�
FRPSHQVDWLRQ¶. 

So, if the UK, or any other Member State chooses to implement any of the limitations 
found in Article 5, they may do so subject to the requirement that a fare be paid for each 
use. Recital 24bis does recognise that in certain circumstances, a payment might not be 
appropriate��

µ,Q�FHUWDLQ�FDVHV�RI�H[FHSWLRQV��ULJKWKROGHUV�VKRXOG�UHFHLYH�IDLU�FRPSHQVDWLRQ�WR�
FRPSHQVDWH�WKHP�DGHTXDWHO\�IRU�WKH�XVH�PDGH�RI�WKHLU�SURWHFWHG�ZRUN�RU�RWKHU�
VXEMHFW�PDWWHU��:KHQ�GHWHUPLQLQJ�WKH�IRUP��PRGDOLWLHV�DQG�SRVVLEOH�OHYHO�RI�
VXFK�IDLU�FRPSHQVDWLRQ��DFFRXQW�VKRXOG�EH�WDNHQ�RI�WKH�SDUWLFXODU�FLUFXPVWDQFH�
RI�HDFK�FDVH��:KHQ�HYDOXDWLQJ�WKHVH�FLUFXPVWDQFHV��D�YDOXDEOH�FULWHULRQ�ZRXOG�
EH�WKH�SRVVLEOH�KDUP�WR�WKH�ULJKWKROGHUV�UHVXOWLQJ�IURP�WKH�DFW�LQ�TXHVWLRQ��,Q�
FDVHV�ZKHUH�ULJKWKROGHUV�KDYH�DOUHDG\�UHFHLYHG�SD\PHQW�LQ�VRPH�RWKHU�IRUP��IRU�
LQVWDQFH�DV�SDUW�RI�D�OLFHQFH�IHH��QR�VSHFLILF�RU�VHSDUDWH�SD\PHQW�PD\�EH�GXH��
7KH�OHYHO�RI�IDLU�FRPSHQVDWLRQ�VKRXOG�WDNH�IXOO�DFFRXQW�RI�WKH�GHJUHH�RI�XVH�RI�
WHFKQRORJLFDO�SURWHFWLRQ�PHDVXUH�UHIHUUHG�WR�LQ�WKLV�'LUHFWLYH��,Q�FHUWDLQ�
VLWXDWLRQV�ZKHUH�WKH�SUHMXGLFH�WR�WKH�ULJKWKROGHU�ZRXOG�EH�PLQLPDO��QR�
REOLJDWLRQ�IRU�SD\PHQW�PD\�DULVH¶�

It would appear from this recital that circumstances are envisaged when access to a work 
for specified purposes should be obtained without paying for such access. One example 
might be where a library has taken on a subscription to an on-line journal in hard copy 
form, where the work is also available over the Internet. The Internet access might be 
considered as a part of the fee already paid for the hard copy, and no further payment 
should be due where access is required either to exercise one of the limitations specified 
in the Draft Directive or, it would appear, more generally.



����&RPSDULVRQ
In relation to the questions of access and ‘pay-per-view’  business models, the US and the 
EU appear to have adopted, or be in the process of adopting, similar standards. The US 
has made it clear that circumvention of access controls is outlawed under the DMCA. 
While the EU appears to be making an attempt to allow for circumvention of controls, 
these only apply once lawful access has been gained to the work. The US appears to 
accept that the ‘pay-per-view’  business model may become a reality, but would seem to 
prefer to leave it to market forces to solve the problem, if indeed there is a problem. The 
EU has recognized that this model may have undesirable implications, but in so doing has 
done little more than to make suggestions that in certain circumstances a charge should 
not be levied for access. It would appear that access to the public domain, and the price of 
that access, will be dictated by market forces. 

���7KH�)XWXUH
The Librarian of Congress was given the opportunity to relax the rules against 
circumvention of access controls for specified classes of users in the US. However, the 
determination, as noted above, has resulted in two narrow exemptions. In so restricting 
these exemptions, it was said that a number of factors needed to be balanced, none of 
which to date, had been proved to operate in a way that was detrimental either to access to
materials in the public domain, nor to the availability of creative works. These factors 
included:

(a) whether access control measures increase or restrict the availability of works 
to the public in general; 

(b) what impact access controls have on nonprofit, archival, preservation, and 
educational activities; 

(c) what impact access controls have on the ability to engage in fair use; (d) to 
what extent circumvention of access controls affect the market for, and value 
of, works protected by copyright.

It is becoming clearer that the digital era is advantageous for copyright owners. With the 
growing momentum for protecting access controls surrounding copyright works, 
copyright owners have much to gain. What is not at all clear as yet is what, if anything, 
users are losing. Urgent empirical research needs to be done so these questions can be 
answered, one of the most crucial aspects of which will be to find a formula by which 
access to the public domain, and the yardstick by which failure to obtain that access can 
be measured. Many commentators have voiced unease in relation to access controls, but 
perhaps such fears are unjustified. Until this research is done, we will not know. For the 
time being at least, the upper hand is with the copyright owners. In something of a 
reversal of the normal burden of proof in copyright cases, where it is up to the copyright 
owner to show that there has been infringement, if the user believes that the balance has 
tipped too far in favour of the copyright owner, then it is up to the user to prove the case. 



The lines have been drawn and the gauntlet thrown. It is up to the users to deal with these 
concerns if there is to be any prospect of re-injecting a balance between owners and users 
into digital copyright. 


